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Abstract 

Due to significant developments in technology, manufacturing processes are being 

equipped with sensors that provide continuous monitoring of the input and output process 

parameters.  Signals observed through such sensors provide crucial details about the quality 

of the manufactured items. While significant amount of work has been found in the 

literature that aims at monitoring products quality through acquired process signals, these 

studies assume enough frequency of defective products implying balanced models training 

data. In the case of data imbalance, such methods provide biased and misleading prediction 

results. This work presents an anomaly detection-based framework for monitoring profile 

generating processes in the case of infrequent process defectives. The framework is based 

on the use of Isolation Forest (IF), Local Outlier Factor (LOF) and Density Based Scan 

(DBSCAN) algorithms. The proposed framework is illustrated through two case studies, a 

thread tapping process and a 3D printing process. For the tapping process, the DBSCAN 

model provided the best performance with AUC=0.83, accuracy=71.34%, and 

sensitivity=82.31%, compared to the IF and LOF models. For the 3D printing process, the 

IF algorithm achieved the best performance with AUC=0.85, accuracy=74.83%, and 

sensitivity=82.22%, outperforming the LOF and DBSCAN models. These findings 

demonstrate the efficacy of the proposed framework for monitoring profile generating 

processes and its potential to improve quality control in manufacturing processes. 

 

 

 

 

 

 

 

Keywords: Profile Monitoring, Anomaly Detection, Isolation Forest, Local Outliers 

Factor, DBSCAN 
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Chapter 1. Introduction 

1.1 Introduction 

In this chapter, an overview about Quality Control Methods that used for profile 

monitoring. Then, the problem investigated in this study as well as the thesis objective and 

thesis contribution. Finally, general organization of the thesis is presented. 

1.2 Overview 

In manufacturing and production systems, industry's reputation is based on the quality of 

their products and services that provides to their clients. Quality is defined as 

"fitness for use", It is assessed using a variety of metrics, whose meaning is  influnced by 

the usage situation [1, 2]. Garvin [3] defines quality as a multidimensional entity consisting 

of eight main dimensions, including performance, reliability, durability, serviceability, 

aesthetics, features, conformance to standards and perceived quality. Quality control (QC) 

is the process that is used to ensure that a certain level of quality can be achieved in a 

product or service. It can include any action that a company deems necessary to control 

and verify certain characteristics and specifications of the product or service. The basic 

objective of (QC) is to ensure that the products, services, or processes offered meet certain 

requirements according to the needs of the customer. Variances from target specifications 

or excessive variability around target specifications are two ways to assess product quality 

level [4].  

 

One of the primary challenges facing firms is the diversity of data, which can have various 

attributes and features. This requires costly computations and significant time to analyze 

the data and identify correlations between different aspects [5]. To extract value from 

collected data, it is essential to convert it into meaningful information through various 

steps, including defining its features, reducing dimensionality, normalizing it, and sub-

setting the data (known as the data pre-processing stage), which aims to address the 

presence of noise and outliers [6]. Poor data quality at these initial stages can lead to 

suboptimal decision-making and missed business opportunities. For instance, a study by 
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IBM research in 2016 estimated that the total annual cost of poor data quality in the US 

exceeds 3 trillion US dollars [7].  

 

In certain cases [8], a functional relationship termed profile  is used to examine the process 

health as a function of real time data gathered from sensors and take a corrective action is 

case of any disturbances discovered. There are two phases that might be taken when 

applying monitoring profiles, such as quality attributes; Phase I involves estimation of the 

process parameters, and Phase II involves the prompt triggering of out-of-control signals. 

There have been several low-cost alternatives created so that an online monitoring and 

diagnosing system may do the same function as the operator. Figure 1 illustrates profile 

monitoring and fault diagnosis Framework. 

 

Figure 1: Profile monitoring and fault diagnosis Framework 

 

As an example of profile monitoring; the welding process involves the installation of 

sensors in the welding machine to collect real-time signals, such as ultrasonic power and 

displacement between the horn and anvil as shown in Figure 2 [9]. The correlation between 

the sensor signals and the weld attributes, which are used to verify the quality of the weld 

and identify any defects. 

 

 

Figure 2: The power and displacement signals from ultrasonic welding 
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Technically, it is impossible for any large or complex manufacturing project to achieve 

zero faults, but it is desirable. Integrating Artificial Intelligence (AI) into its newest 

generation of inspection and sorting devices, in addition to utilizing it to learn from faults 

and enhance quality control. The algorithms can interact with the data system to exchange 

a lot of information about the sorting cycle of every batch of products, including measured 

characteristics, attribute defects, and tracking statistics about the defects distribution in the 

batch. 

 

Because of recent technology advancements, faults are happening with much lower 

frequency, and classical ML classifications models are one of the increasingly significant 

approaches and crucial in predicting the defects and faults. However, applying classical 

ML classification models would provide misleading results as training data is usually 

imbalanced. To solve this issue, the problem can be viewed as an anomaly/outlier 

detection. The objective of this research is to evaluate the performance of three anomaly 

detection (AD) methods: the Isolation Forest (IF), Local Outliers Factor (LOF) and 

Density-Based Spatial Clustering of Applications with Noise (DBSCAN)  for on-line 

profile monitoring data.  Tapping and 3D printing case studies  are used to illustrate the 

performance of the suggested monitoring scheme and diagnosis procedure. 

1.3 Problem Statement 

Due to the use of advanced technology in online profile monitoring, there has been a 

decrease in the frequency of failures, and this has also led to imbalanced data. Imbalanced 

data refers to a situation where the classes in a dataset are not equally represented, resulting 

in a significant disparity between the number of instances of one class compared to the 

other. This can have a significant impact on the performance of classical machine learning 

methods, as they are designed to work with balanced datasets. When there is an imbalance 

in the data, the machine learning model may be biased towards the majority class, resulting 

in poor performance in predicting the minority class. The model may also have a high false 

positive rate, where it misclassifies instances of the minority class as the majority class. 

This is because the model has not seen enough instances of the minority class to learn its 

patterns and characteristics. 
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To overcome this issue, anomaly/outlier detection approach can be used to address 

imbalanced data and to improve the accuracy and reliability of ML model.  

1.4 Research Contribution  

While many research and initiatives in practice were provided SPC and ML models have 

been extended in profile monitoring, there is no research has been placed on applying 

unsupervised AD approaches to identify the abnormal situations in real-time monitoring. 

When compared to previous methods in the literature, the suggested approach has the 

benefit of: 

- Dealing with imbalanced training data that might lead to false results.  

- Does not require any assumptions about the distribution of the data or the 

relationship between variables.  

- Do not require labeled data for training.  

The research gave two case studies: Tapping and 3D printing processes to demonstrate how 

the suggested monitoring scheme and diagnosis procedure performs. The study shown 

promised results in profile monitoring and using unsupervised anomaly detection methods 

is an active area of research. 

1.5 Thesis Objective 

Real-time monitoring is crucial in manufacturing industries because it enables decision 

makers to quickly detect and respond to defects in the production process, prevent 

production downtime, reduce waste, improve product quality, and implement predictive 

maintenance strategies. The suggested predictive framework offered a novel approach to 

overcome the imbalance data issue in real-time monitoring. The implementation of the 

proposed framework will detect defective parts faster which will significantly reduce cost, 

improve customer and employee satisfaction in addition of reducing the environmental 

footprint of the process.   
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1.6 Thesis Organization 

This thesis is structured in six chapters. Chapter 2 provides background about Statistical 

Process Control (SPC) methods, Machine Learning techniques with emphases on anomaly 

detection methods . Moreover, related works to this research are discussed. The Prediction 

Control Framework is discussed in Chapter 3. Chapter 4 discusses the implementation of 

the proposed framework on two application case studies. Chapter 5 presents the 

performance evaluation for the employed framework. And finally, Chapter 6 concludes the 

thesis and outlines the future work.  
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Chapter 2. Background and Literature Review 

This chapter introduces the Statistical Process Control (SPC) and Machine Learning (ML) 

methods with emphases on Anomaly detection (AD) techniques. Finally, we discuss the 

related work in this field of research. 

2.1 Statistical process control 

Statistical Process Control (SPC) methods are used for monitoring and improving 

processes in manufacturing and service sectors. Control Charts (CCs) (Also known as 

Shewhart Charts) are well-known tool for monitoring and control of univariate process by 

tracking assignable causes; they also specify when corrective action needs to be taken or 

alert us to it to enhance process behavior [10]. Shewhart charts present sample data and 

determine whether a production process is in-control or out-of-control (that is operating in 

the presence of assignable cause). Processes frequently function in-control states for long 

period of time, but no process is completely stable, and assignable cause may be found 

[11].  Shewhart charts are built based on the probability theory, the normal distribution is 

used to represent the sample distribution of statistical value. The abbreviations (UCL, LCL, 

and CL) stand for the upper control limit, and the lower control limit and center line of 

value, respectively as shown in Figure 3.   

 

Figure 3: A typical Control Chart [11] 

 

An assignable cause is detected if one of these thresholds is exceeded and then refer to an 

out of-control situation that requires the manufacturing process to be stopped and the cause 

of the out-of-control situation should be identified, also to avoid false alarms which is 

usually set to trigger after a specified number of consecutive abnormal values. For 
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measuring values in large and frequent batch manufacturing, the main monitoring tools are 

the X chart and R chart. The typical monitoring tools for counting defects are the C chart, 

U chart, NP chart, P chart. In addition to the exponentially weighted moving average 

(EWMA) chart and the cumulative sum (CUSUM) [12].  

 

Control charts are constructed and used in two phases: phase I and phase II.  In Phase I, the 

data gathered is analyzed to identify the control limit and decide whether the process in in-

control or out-of-control, and then monitor the new produced items. In out-of- control 

cases, the assignable cause should be investigated and eliminated by removing variability 

resources and then revise the control chart limits, this process may repeat many times until 

the process is stabilized and the control limits are ready to use in phase II, where monitoring 

the subsequent samples with sample statistic within the control limits. The focus in phase 

II is process monitoring after removing the assignable causes, which is why basic Control 

Chart are less effective to detect shifts in phase II.  

 

In the case of multiple sensors, monitoring each sensor individually will increase type I 

and II errors. As a result, a multivariate control chart known as MSPC is used. In MSPC, 

the univariate features are grouped using a hoteling variable T2 that monitors the deviation 

between individual values and their means. 

 

2.1.1 Quality statistical metrics 

 

Statistical hypothesis testing procedures may be used to check the conformity of the 

process parameters to their specified values, or to assist in modifying the process until the 

desired values are obtained, the statement can be expressed as: 

 

                                                   Hₒ: µ= 0 (Null Hypothesis) 

Hₒ: µ≠ 0 (Alternative Hypothesis) 

 

To test a hypothesis, a random sample of the population being investigated, a test statistic 

is then computed, and the null hypothesis, Hₒ, is either rejected or not rejected. Testing 
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hypotheses can lead to two different types of errors. A type I error α has occurred if the 

null hypothesis is rejected when it is true. A type II error has occurred if the null hypothesis 

fails to reject when it is false [11]. Type I refers to the likelihood that a process achieving 

acceptable values of a specific quality characteristic would be rejected as operating 

unconventionally. While Type II error refers to the likelihood of accepting a lot of 

unsatisfactory quality or allowing a process to continue when it is performing poorly in 

reference to some quality requirements. 

 

Also, The ARL Average Run Length measures a CC's performance. The ARL is defined 

as the average number of observations made before an out-of-control signal is triggered, 

the ARL-IC (=in control) preferably being as large as possible and the ARL-OC (=out of 

control) preferably being as small as possible [13]. 

 

2.1.2 Issues in application of control charts 

 

One of the most important issues that should be considered is that the SPC methods assume 

that the observations from the processes under investigation are normally and 

independently distributed, however, data often demonstrates some autocorrelation, or serial 

dependence, therefore, the value of the parameter being monitored depends on its prior 

value, autocorrelation can be seen by most continuous and batch process operation [14]. 

Autocorrelation has a major impact on SPC methods by producing control limits that are 

considerably tighter than desired in the process data. As a result, the ability to detect 

changes in the process is decreased, and the average false alarm rate increases significantly. 

As a result, the ARL of the control chart is not calculated correctly [15].   

 

Another consideration is that modern industrial processes involve many measurable 

variables that are numerous, sampled, time-varying and frequently highly correlated. 

Multivariate Statistical Process Control (MSPC) techniques are known to be effective in 

these circumstances for identifying and diagnosing abnormal operating conditions. The 

two most used (MSPC) methods are principal component analysis (PCA) and partial least 
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squares (PLS) which perform dimensionality reduction and regression, respectively [16]. 

Figure 4 summarized the traditional quality Control charts challenges. 

                                  

Figure 4: Traditional Quality Control Charts Challenges 

2.2 Data Mining 

Data Mining (DM) is the act of analyzing and discovering relevant knowledge, patterns, 

models, and rules, using statistical approaches, database systems, and machine learning 

[17]. Figure 5 shows the (DM) main processes:  

 

Figure 5: Data Mining Framework 

 

- Data Understanding and Selection 

In the stage of understanding and selecting data, a project objective is established from a 

business perspective, and the accuracy of the prediction model for the specific parameter 

is largely reliant on the quality and quantity of the input data. 

 

High 
Dimensional 

Data

Autocorrelation 
or serial 

dependence  

Data is Not 
always 

Normally 
Distributed 

Step 1

• Data 
Understanding 
and Selection

Step 2

• Data 
Preparation and 
Preprocessing 

Step 3

• Data Prediction 
(Modeling), by: 
Selection the 
computational 
algorithms

Step 4

• Model  
Evaluation



16 

 
 

- Data Preprocessing Techniques 

The required data is collected and prepared for the actual data mining work in the "Data 

Preparation and Preprocessing" step. Preprocessing, such as data reduction and filtering, 

as well as feature generation, with respect to the project goal. This step also includes the 

conversion procedure, which consists of tables and records, to provide structured data for 

analysis. The type of data used- feature selection is another crucial consideration when 

constructing an effective prediction model [18]. 

 

- Prediction Model Selection  

ML models can typically be classified into two categories: supervised and unsupervised 

learning algorithms. This categorization is based on whether they are designed to model 

labeled or unlabeled datasets. Supervised learning algorithms are a set of machine learning 

algorithms that are trained on labeled data and map input features to a target. This category 

includes linear models, k-Nearest Neighbors (KNN), Support Vector Machines (SVM), 

Naíve Bayes (NB) and Decision-Tree (DT) models. Unsupervised learning algorithms are 

used to find patterns from unlabeled data and can be further classified into clustering and 

dimensionality reduction algorithms based on their aims. Clustering methods are 

commonly used and include k-means and density-based spatial clustering of applications 

with noise (DBSCAN) [19]. 

 

The selection of appropriate modeling approaches and the determination of the ideal 

parameters are part of the data-modeling process. Association, regression, classification, 

and clustering are used to select data-mining methods. Consequently, the results may differ 

depending on the experimental data, and a specific scenario may require a modification of 

the data format. Once a computational algorithm is chosen, it must be trained using the 

input data. [18]. Precise modification of the algorithm parameters during training will result 

in a model with optimal performance. 

 

- Model Evaluation Metrics 

In machine learning, the training and testing data are used to evaluate the performance of 

a model. The dataset is split into two parts: the training data, which is used to train the 
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model, and the testing data, which is used to evaluate the model's performance. The model 

is trained on the training data, using an appropriate algorithm and hyperparameters. The 

trained model is then evaluated on the testing data to see how well it performs. If the 

model’s performance on the testing data is not satisfactory, the model can be adjusted by 

changing the algorithm or hyperparameters, or by adding or removing features. 

 

There are several metrics that can be used to evaluate the performance of a machine 

learning model: confusion matrix (CM) and area under the curve (AUC). 

 

CM visualizes and summarizes the performance of a classification algorithm where the 

first row represents an actual negative class and the second row represents an actual 

positive class while the first column represents the negative predictive class, and the second 

column the positive predictive class as illustrated in Table 1.  

 

Table 1: Confusion Matrix Parameters for binary classification problems. 

Confusion Matrix 

Predicted 

Negative  Positive 

Actual 

Negative True Negative TN 

False Positive FP 

Type Ӏ Error 

Positive 

False Negative FN 

Type П Error 

True Positive TP 

 

Various model performance metrics were suggested in the literature based on the confusion 

matrix analysis. For more information on model performance assessment, please refer to 

[20] the main key performance assessment metrics include:  

• Accuracy identifies how close a measured value is to the actual value: 

𝐓𝐍+𝐓𝐏

(𝐓𝐍+𝐅𝐏+𝐅𝐍+𝐓𝐏)
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• True Positive Rate (Sensitivity) which is the proportion of actual positive cases that 

are correctly identified as positive: 
𝐓𝐏

𝐅𝐍+𝐓𝐏
 

• True Negative Rate (Specificity) which is the proportion of actual negative cases 

that are correctly identified as negative: 
𝐓𝐍

𝐓𝐍+𝐅𝐏
 

 

AUC is used to assess the classifier output's prediction accuracy, X axis for false positive 

rates and Y -axis for true positive rates, the model performs better if it has the greater area 

under the curve [21] as illustrated in Figure 6. 

 

 

Figure 6: ROC curves with good (AUC = 0.9) and satisfactory (AUC = 0.65) [22] 

 

The Youden Index (J) is another useful summary statistic that can be calculated from the 

ROC curve. It defines the maximum potential effectiveness of a biomarker, which is 

achieved when the sensitivity and specificity are both high. Specifically, the J statistic is 

defined as: 

J = max [23] 

 

The maximum value of J occurs at the optimal threshold value that balances the trade-off 

between sensitivity and specificity, and thus represents the maximum potential 

effectiveness of the biomarker. J ranges from 0 to 1, with 1 indicating perfect performance 

and 0 indicating no discriminative ability [24].  



19 

 
 

2.3 Anomaly Detection  

Machine learning (ML) is a subfield of artificial intelligence (AI) that focuses on creating 

computer programs and models that can learn from data and improve their performance on 

a specific task over time. In ML, algorithms are used to build mathematical models that 

can make predictions or decisions without being explicitly programmed to do so. Anomaly 

Detection (AD) is a tool in the field of ML that helps identify unusual or unexpected events 

or behaviors which differ from the majority of the data [25], which can help organizations 

take proactive measures to mitigate potential risks or take advantage of new opportunities. 

Grubbs  [26] defined outliers as “An outlying observation, or outlier, is one that appears to 

deviate markedly from other points of the sample in which”. Anomaly detection algorithms 

typically learn to distinguish between normal and abnormal behavior by analyzing 

historical data or real-time streaming data. Once an anomaly is detected, it can be flagged 

for further investigation or action. Hence analysts are always looking for increasing the 

accuracy in the dataset, identifying, and removing the anomalous data are another 

challenge.  

 

Many algorithms were developed for this purpose and depending on the data nature they 

can be categorized as: supervised where the data comprises of fully labeled training and 

test data sets, and semi-supervised where training data only consists of normal data without 

any anomalies and unsupervised which does not require any labels [26], most AD problems 

are unsupervised in nature and most of the approaches aim to develop a classifier which 

receives a new data entry as the input, and the output will be a hypothesis for the abnormal 

data points. 

 

AD methods can be summarized into three main categories as illustrated in Figure 7; (1) 

Statistical-based, (2) Interval-Based (3) Machine Learning. The aim of AD is to find the 

points that don't follow the normal behavior. For this reason, many methods study these 

unusual objects and give a critical perception that are useful in many applications like 

Fraud Detection [27, 28].  
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Figure 7: Existing Anomaly Detection Methods 

 

2.3.1 Graph-based methods 

 

Graph methods rely on the graph of the instances and study the shape and the distribution 

of them. It can be appraised based on: Statistical distribution, Clustering and Proximity. 

Statistical methods assume that the data points have a probability distribution of normality 

(majority of data) and the aim is to detect any data points the deviate from them [20]One 

of the common models that are widely used is the Gaussian distribution that requires 

identifying the mean μ and standard deviation σ from the data. The probability of x declines 

as x moves farther from the center of the distribution. Therefore, the distance of a point x 

from the origin can be used as an anomaly score [20] as shown in Figure 8. 

 

Figure 8: Gaussian distribution with a mean of 0, standard deviation of 1 [20] 

 

The probability of any data point, p(x) decreased as x moves farther from the center of the 

distribution.  In consequence, we can use the distance of a point x from the origin as an 
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anomaly score. In the same way, with d-dimensional data, Mahalanobis Distance (MD), is 

a distance measure that takes the shape of data into consideration by calculating the mean 

µ and covariance Ʃ [29] . The smallest Mahalanobis distance of the point to any of the 

Gaussian distributions is used as the anomaly score. 

 

Recently, ML is used to detect anomalies, the main idea is to use the learned knowledge 

from the past and the present to predict the future[30]. Density-based methods identify 

anomalies that far from other normal objects which come in dense neighborhoods, thus, 

anomaly score define as the distances between data instance and its nearest neighbor, this 

is known as k -nearest neighbor (k-NN) analysis, the high KNN means that the anomaly 

instance is quite far from its k-neighboring instances [31]. Many AD methods are 

developed based on Nearest Neighbor [31-33] to overcome the high-dimensional and 

complexity. One of the important applications that utilize this method is cyber-attacks for 

computer networks. The Local Outlier Factor (LOF) algorithm is an unsupervised method, 

where the (LOF) value is used to indicate the level of outlier in the data based on the relative 

density measure outlier factor of each data point compared to its surrounding points. It is 

challenging to apply this approach to the outlier identification of large-scale data since it 

requires computing the (LOF) value of each data point, which has a significant computation 

cost. Therefore, (LOF) is not suitable for large-scale high-dimensional datasets. 

 

Clustering is an unsupervised learning algorithm where a pre-labeled data to extract rules 

for grouping similar data instances does not exist. In Clustering, the aim is to determine 

the objects in subgroups or clusters within the data that are different from the rest of the 

data. As a result, clustering can be used to divide data into two sets where   anomalies 

instances are ones that do not fit well in the clustering of the normal class, or small clusters 

that are far apart from the clusters of the normal class[17]. The accuracy of clustering 

increases as the increase in similarity within a group and dissimilarity between the groups 

One of widely used clustering techniques is the K-means clustering analysis [34] which 

relies on the similar features of data to determine optimal number of clusters (K).  

Determining the optimal number of clusters is an essential issue, as an object may count as 

an anomaly or not based on the clusters numbers. The assignment of a point to a certain 
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cluster depends on the distance between the point and the centroid of the cluster. Many 

applications apply these methods for detection anomalies such as streaming sensors [25], 

computer networks [34] and Semiconductor industry. Fuzzy c-means technique is an 

extension to K means and considers as one of the most used algorithms that allows an 

object belonging to different clusters at the same time to various degrees and the object is 

to minimize the sum of distances between these objects and the cluster centroids. [35]. The 

(DBSCAN) anomaly detection method proves beneficial in cases where conventional 

clustering techniques, like k-means, struggle to be effective due to noise or dissimilar 

cluster shapes and sizes. DBSCAN has been used in many applications  such as fraud 

detection and network intrusion detection. The algorithm defines clusters as regions of high 

density, separated by regions of low density, and identifies points in low-density regions 

as noise or outliers. It accomplishes this by examining the neighboring points' density 

surrounding each data point. 

 

2.3.2 Prediction-based methods 

 

Simply, the prediction-based approaches relay on the study of the quality of sequence data 

and evaluate the deviation between the predicted value and the actual value at each time or 

period (Interval Based) [36]. 

 

Isolation Forest (IF) and Neural Network (NN) are considered a well-known outlier 

detection algorithm [20].  Isolation Forest is an unsupervised, nonparametric approach that 

was created specifically for the purpose of identifying anomalies in multivariate data. It is 

considered as one of the quickest AD techniques for issues with data in high dimensions. 

The forest is made up of a collection of binary trees that were created using the datasets 

randomly. The algorithm then calculates the number of partitions or splits required to 

isolate each anomaly, and anomalies that require fewer splits are considered more 

anomalous.  

 

In NN, where “neurons”, the fundamental building block of learning, are often grouped 

into layers to predict output from input data. An NN's usual structure includes input, hidden 
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layers where layers are often connected sequentially. The observed data are present in the 

input layer as variables. the expected values (output or neurons) and the output layer 

(neuronal targets). The layers of the input and output are linked. by sublayers, as well as 

the connections between the neurons through nonlinear activation mechanisms. The NN 

must be trained to optimize the weights corresponding to connections between neurons. 

The fact that ANNs can analyze high-frequency time-series data without needing to know 

the underlying physical and environmental processes beforehand is one of its key 

advantages. Therefore, NNs have been applied to a variety of data streaming issues, 

including predicting temporal trends. They can be easily used to optimize AD in complex 

and variable environmental systems since they have the capacity to identify abnormalities 

and rapid changes that happen over brief time intervals [16]. 

 

Finally, time series data are an important type of temporal data that are most found in 

different fields like natural sciences, engineering technology, social economics, etc. Time 

series shows the occurrence of events in real time based on historical training instances 

[37] . Some time series are significantly different from others and categorized as anomalies  

that usually appeared in amplitude changes or shape changes [38], the target in the anomaly 

detection is to predict whether a newly observed time series abnormal or normal, to a set 

of training time series. Figure 9 provides examples of time series anomalies. 

 

Figure 9: Anomaly unexpected (a) in amplitude (b) in shape [39] 

 

Markov model (MM) is an effective way of prediction in time series that analyze each 

event in the sequence and the correlations. MM model is able to detect the anomalies even 

if they are in long sequences. It assumes that the state probability distribution of time t is 

only related to the state of time t−1 and the transformation between these two states is time 

independent. However, these two basic assumptions cannot be strictly  applicable to real-

world data. Generally, anomalies are caused by the changes in amplitude and shape. Since 
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time series are characterized by a substantial volume of data, high levels of noise and the 

correlation between data in the time series attributes make it challenging to mine crucial 

information from the series and apply it to anomaly detection. The Markov-model-based 

method has high anomaly detection accuracy to detect point anomalies [38].  

2.4 Anomaly Detection Models 

2.4.1 LOF Algorithm 

 

The Local Outlier Factor (LOF) is unsupervised anomaly detection method that was 

proposed by [40]  for outlier detection. It is a density-based technique which assign the 

relative degree to which the object is isolated from its surrounding neighborhood. Figure 

10 illustrates the concept of local outlier detection based on density. 

 

  

 

Figure 10: Local outlier detection based on density [40] 

 

A set of definitions underpins the calculation method for LOF [41, 42] , which analyzes 

the local density surrounding an object relative to the average density of its neighboring 

objects: 

- The core distance of a point is the distance between the point o and its k-th 

nearest neighbor using a distance function such as Euclidean. 

-  k-nearest neighbor closest point; for example, if K =3, find the three closest 

points. 

https://www.sciencedirect.com/topics/mathematics/outlier-detection
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- Reachability Distance: The reachability distance from point o to a point p is 

defined as the maximum of the core distance of p and the distance between p 

and o. It measures the accessibility of o from p. 

The definitions were clarified in the Figure 11. 

 

 

 

Figure 11: Reachability distances reference to point o 

 

- Local Reachability Density (LRD): The LRD of a point is the inverse of the 

average reachability distance of its k-nearest neighbors. It represents the relative 

density of a point with respect to its neighbors. 

𝐋𝐑𝐃 (𝐨 )  =  𝟏  ÷ ( 𝐬𝐮𝐦 ( 𝐑𝐞𝐚𝐜𝐡𝐚𝐛𝐢𝐥𝐢𝐭𝐲_𝐃𝐢𝐬𝐭𝐚𝐧𝐜𝐞 (𝐨 , 𝑷𝑘 ) ) / 𝐤) 

 

Local Outlier Factor (LOF): The LOF of a point is the average ratio of the LRD 

of its k-nearest neighbors to its own LRD. It represents the degree to which a 

point is an outlier compared to its neighbors. 

𝐋𝐎𝐅 (𝐨 )  = [𝐬𝐮𝐦 𝐋𝐑𝐃 ( 𝐤𝐭𝐡. 𝐧𝐞𝐢𝐠𝐡𝐛𝐨𝐫 ) / 𝐋𝐑𝐃 ( 𝐨 ) ] / 𝐤 

 

The object's neighborhood is identified based on the user-specified minimum neighbor 

parameter k and the nearest neighbor distance. An object with an LOF value near 1 

suggests that it is in an area with a uniform density, while a higher LOF value indicates 

a greater likelihood that the object is an outlier. 
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After calculating the LOF score for each point, a threshold is defined for the LOF score 

that indicates the point at which a data point's LOF score exceeds the threshold, it is 

considered an outlier. LOF requires the tuning of parameters such as the number of 

neighbors to consider when calculating the local density, and the threshold for 

classifying an observation as an outlier. The choice of these parameters can have a 

significant impact on the results.  LOF estimate is nonparametric, since data does not 

need to follow a certain distribution, but it requires big storage in computer memory of 

the high-dimensional dataset and the distance values which means a long computational 

time. 

 

2.4.2 IF Algorithm 

 

Isolation Forest is an algorithm that uses decision trees to detect outliers for tabular 

data. The algorithm randomly splits the data into sub-samples based on a selected 

feature/column. The rarer an observation is, the more likely it is that a random split on 

some feature would put outliers alone in one branch, making it easier to isolate and 

identify as an outlier. The algorithm can quickly create partitions where only one outlier 

point is present, making it efficient at detecting outliers in the data. 

 

Binary random trees (Figure 12), are built once a threshold s is determined for some of 

the features (variables). The thresholds are used to split the data into two categories 

(normal and anomaly).  Usually, outliers behave differently and require fewer numbers 

of splits for a decision to be made. If a random forest algorithm generates shorter path 

lengths for specific data samples, then these samples have high likelihood to be 

anomalies or outliers. 
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Figure 12: Anomaly detection using Isolation Forest 

 

2.4.3 DBSCAN Algorithm 

 

DBSCAN employs a density level approximation method using a minPts neighbor 

threshold within a radius (using any distance metric). The algorithm executes the 

following steps [38]: 

 

-  It approximates the density surrounding each data point through the calculation 

of points within an eps-neighborhood specified by the user and uses a user-

defined minPts threshold to differentiate between core, border, and noise points. 

- Secondly, core points are grouped into a cluster if they are density-reachable, 

which implies that there is a chain of core points where one-point falls inside 

the eps-neighborhood of the subsequent point. 

- Lastly, border points are assigned to clusters. The algorithm requires the values 

of eps (which represents the radius of the epsilon neighborhood) and minPts 

(which stands for the density threshold) to function correctly. 

Core point, density-recachable and DBSCAN concepts are illustrated in Figure 13. 

 

Figure 13: Concepts of (a) core point, (b) density-reachable, and (c) DBSCAN [43] 

 

2.4.4 Characteristics of Considered Anomaly Detection Algorithms  
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Isolation Forest (IF), Local Outlier Factor (LOF), and Density-Based Spatial Clustering of 

Applications with Noise (DBSCAN) are all unsupervised machine learning algorithms that 

are used for outlier detection and anomaly detection. The choice of algorithm depends on 

the nature of the data and the specific problem being solved. 

 

Table 2: Unsupervised Anomaly Detection Algorithms comparison 

AD 

Method 
Algorithm and Approach Outlier Detection Performance 

LOF 

Measures the local density 

of a data point relative to its 

neighbors to identify 

outliers 

Identifies outliers as data 

points with lower density 

compared to their neighbors. 

Suitable for 

datasets of 

varying sizes 

IF 

Uses an ensemble of 

decision trees to isolate 

outliers.  

identifies outliers as data 

points with shorter average 

path lengths to reach a leaf 

node. 

Best suited for 

high-

dimensional 

datasets 

DBSC

AN 

Groups together data points 

that are close to each other 

in density-connected 

clusters and labels the rest 

as outliers. 

Identifies outliers as data 

points that do not belong to 

any of the identified clusters. 

Efficient in 

handling large 

datasets with 

variable 

densities 

 

2.5 Literature Review  

Complexity is increasing is the modern manufacturing, accordingly, different control and 

monitoring algorithms are used to analyze a variety of profile signals, like; force, torque, 

temperature, mechanical vibration, acoustic emission, and others, which are related to the 

conditions of the manufacturing processes.  Extensive research has been conducted on 

modeling and monitoring profiles. The literature contains studies that can be categorized 



29 

 
 

based on the modeling method used. Recently, it is more common to apply machine-

learning models in combination with statistical analysis to predict the process' quality. 

Profile monitoring literature discussed linear and nonlinear profiles in phase I and phase II 

and many studies using statistical methods have been done. Li in [44] proposed an 

exponentially weighted moving average scheme with variable sampling intervals for 

monitoring linear profiles  in phase I and II. Zhang presented a new technique using single 

chart to identify changes in intercept, slope, and standard deviation for linear profiles in 

phase II, the omnibus chart combines the generalized likelihood ratio statistics and the 

EWMA technique [45]. While Huwang used two individual charts for the mean based on 

an EWMA of the simultaneous confidence set for the mean of the profile that takes the 

features of the entire profile into account and then this chart is used jointly with an EWMA 

chart for monitoring the variance of the profile [46]. Zhao considered the spatial 

correlations of observations and proposed a Spatial Lag Model-based method for circular 

and cylindrical profile monitoring [47].  

 

In recent years, a lot of research has evolved utilizing machine learning models. ANN is a 

widely used application in identifying desirable shifts various because of its remarkable 

performance in a variety of regression and classification problems. Chunling Du used NN-

based model to predict the roughness parameter Ra, profile deviation Pt and roundness 

deviation RONt of the machined workpiece in hard turning process using sensor signals of 

spindle vibration and cutting force, by analyzing and interpreting the sensor signals under 

different settings of spindle parameters of speed, preload, and temperature using Analysis 

of variance ANOVA, the features closely related to the parameters’ change are extracted 

from the raw sensor signals. the result in high prediction accuracy with R2 score of 0.92 

for Ra,, 0.86 for Pt, and 0.95 for RONt [48].  

 

Hosseinifard proposed three techniques for monitoring linear profiles using neural 

networks: EWMA/R (3ANN) where The Range or R chart is added to the EWMA chart to 

monitor the residuals and detect shifts in the process variability. -EWMA-3 (ANN1) where 

three EWMA simultaneously used to monitor the regression coefficients (0 and 1) and error 

variance 2, (ANN-a) modified the inputs of the neural network. The findings indicate that, 
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particularly for medium-to-large changes, ANN-a and ANN3 approaches performed better 

than T2 chart. ANN-a approach, on the other hand, outperformed EWMA/R chart in 

identifying big shifts and EWMA-3 chart in detecting medium to large shifts [49]. 

 

In chemical engineering, some equipment that use gas sensors are typically not up to 

industry and laboratory standards. The efficacy of the underlying calibration model may 

be impacted by the variability of gas sensors when these devices are placed in different 

sensing environments. Profile monitoring may be used in these situations to solve 

calibration problems and monitor its continuous performance to ensure it is functioning 

properly, for that purpose. an Artificial Neural Networks (ANN)-based control chart was 

suggested in the study [50] to monitor linear profiles in phase II using real calibration data 

and to increase the effectiveness of the ANN-based control chart, they added a run rules 

and find optimum number of rules was determined based on the minimum ARL1 for a 

specific shift while taking the required ARL0 into consideration. The approach's main 

drawback is that it can only be used if linearity and normality are assumed, this assumption 

might not remain true in all real circumstances.  

 

In the research [51], Weighted Least Square Support Vector Machine (WLS-SVM) was 

utilized for online monitoring of voltage stability considering the impact of overcurrent 

protection for transmission lines. The input features eliminated by using PCA to WLS-

SVM which are: voltage magnitudes, voltage phase angles, active powers, and reactive 

powers to predict the Voltage Stability Index with RMSE 8.2276e−4. 

 

In Tapping process, ML approach relies on a monitoring of the torque and force signals to 

predict threading process quality. Jose F. Diez-Pastor in [52] provides a novel approach to 

deal with the dispersion of experimental data for tapping operations, the thread quality is 

assessed by a “Go, No-Go” gauge inspection, thread quality is considered faulty when the 

“No-Go”  passes through the hole or when the go side cannot pass through. By looking for 

the best machine-learning classification of threads ranging from maximum accuracy to 

minimizing false positives, he found that by using boosting and bagging decision-tree 
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ensembles combined with SMOTE and under-sampling balancing techniques Recall 0.940; 

Precision 0.893; Accuracy 97.3%; and AUC 0.995.   

 

For the same application, Alshraideh employed Random Forest RF technique for on-line 

process quality monitoring, RF is distinguished  because if it easier to understand and 

provides the flexibility to integrate several widely used signal transformations as features. 

According to the suggested approach, the process control issue may be viewed as a binary 

class classification issue with the class of interest being the process's level of control (either 

in or out of control). The suggested model was found to have (AUC) of 0.923 [53]. 

 

In welding production, tool wear significantly affects the weld quality. The research [54] 

obtained four sensing signals during welding processes: Power Signal, Displacement 

Signal, Sound Signal and AE Signal, 97 features are calculated from sensing signals, a 

subset of monitoring features were selected. The candidate models include linear 

discriminant analysis (LDA), quadratic discriminant analysis (QDA), logistic regression, 

K-nearest neighbors (KNN), SVM with different kernels (linear, polynomial, and radial 

basis function – RBF), naive Bayes, decision tree, random forest, gradient boosting, and 

extra tree. An iterative approach is used for model training along with hyper-parameter 

tuning until satisfactory results are achieved. The best classifiers achieved accuracy close 

to 100% and their performance was very stable. Table 3 provide a summary of examples 

of case studies found in the surveyed literature.  

 

Table 3: Examples using ML Classification Models for Profile Monitoring 

Research  Published Model used Predicted Attribute Model 

Evaluation   

Prediction of product 

roughness, profile, and 

roundness using 

machine learning 

techniques for a hard 

turning process 

2021 NN Product roughness, 

profile, and 

roundness for a 

hard turning 

process 

Accuracy 92% 

for Ra, 86% for 

Pt, and 95% for 

RONt 
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High-accuracy 

classification of thread 

quality in tapping 

processes with 

ensembles of classifiers 

for imbalanced learning 

2021 Boosting and 

bagging 

decision-tree 

ensembles 

Threads Quality in 

Tapping process 

Accuracy 

97.3%; and 

AUC 0.995 

Process control via 

random forest 

classification of profile 

signals: An application to 

a tapping process 

2020 RF Threads Quality in 

Tapping process 

AUC 0.923 

Real-time voltage 

stability monitoring 

using weighted least 

square support vector 

machine considering 

overcurrent protection 

2022 WLS-SVM Voltage Stability 

Index in Power 

system 

RMSE 

8.2276e−4 

Online tool condition 

monitoring for ultrasonic 

metal welding via sensor 

fusion and machine 

learning 

2021 Different 

Classification 

Models 

Weld quality -- 

 

Existing profile monitoring techniques face several challenges in detecting anomalies in 

process data. These challenges include: 

 

- The traditional profile monitoring techniques become less effective in detecting 

anomalies or changes in the process in case of High dimensionality. 

- Nonlinearity: Traditional profile monitoring techniques are often based on linear 

models that assume a linear relationship between the process variables. However, 
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many real-world processes are nonlinear and exhibit complex relationships 

between the process variables. 

- Lack of interpretability: Traditional profile monitoring techniques often provide 

little insight into the underlying causes of anomalies or changes in the process. 

- Classical machine learning methods have a limitation when using imbalanced data 

because they are designed to maximize overall accuracy, which may result in a bias 

towards the majority class. 

 

Real-time monitoring using anomaly detection techniques for predicting faults in 

manufacturing has not been explored or utilized previously. However, with the 

advancements in machine learning algorithms and the increasing availability of sensor 

data, there is now an opportunity to develop more precise and efficient anomaly detection 

methods to enhance the dependability and effectiveness of manufacturing processes. 
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Chapter 3. Methodology 

In this chapter, an anomaly detection-based process monitoring framework is proposed and 

discussed. 

3.1 Anomaly Detection-Based Framework 

The goal for any manufacturer is to maintain “in-control” state of their processes and avoid 

any “out-of-control” state due to special causes. This is achieved using control charts and 

other statistical tools, which help provide valuable insights for process improvement and 

distinguish between common cause and assignable cause variation. An out-of-control case 

refers to a situation where a process has gone beyond its normal range of variation and is 

no longer stable. This means that the process is experiencing assignable cause that result 

of defective products or services.  

 

When an out-of-control case is identified, the appropriate action must be taken to identify 

and eliminate the assignable cause of variation in the process. This may involve 

investigating the process to determine the root cause of the problem, implementing 

corrective actions to address the problem, and monitoring the process to ensure that the 

corrective actions are effective in bringing the process back into control. The goal is to 

prevent the recurrence of the out-of-control case and ensure that the process continues to 

operate within its normal range of variation. 

 

Online profile monitoring is a powerful tool for improving process quality, reducing waste, 

and increasing productivity in real-time, allowing manufacturing companies to respond 

quickly to changes and maintain a high level of product quality through monitor a process 

in real-time using data collected directly by sensors as it is being produced from the 

process. In online profile monitoring, measurements of the process variables are 

continuously collected and analyzed to detect changes in the process, identify potential 

problems and take immediate corrective action to prevent defects or quality issues. It can 

be especially useful where even a small deviation from the target can result in a significant 

number of defective products, where an alarm is triggered, and corrective action can be 
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taken immediately. This may involve adjusting the process settings, stopping the 

production line, or making other changes to bring the process back into control. 

 

Machine learning can be particularly useful in situations where traditional profile 

monitoring techniques are not effective, such as in complex manufacturing processes or in 

processes with high-dimensional data. Machine learning techniques can also be used to 

complement traditional profile monitoring techniques to provide more accurate and robust 

monitoring of the process. Additionally, machine learning algorithms can provide more 

interpretability, allowing users to gain insights into the underlying causes of anomalies or 

changes in the process. Overall, the main challenges with traditional profile monitoring 

techniques make machine learning an attractive option for addressing these issues and 

improving the accuracy and effectiveness of profile monitoring, Figure 14 illustrates the 

proposed AD predictive control framework, which comprises of five steps. Those five steps 

are discussed next. 

 

 

Figure 14: Framework for the proposed predictive control model. 
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3.1.1 Profile signal data acquisition 

 

This step typically involves the use of sensors to capture the profile of the product or the 

process itself as it moves through the production line. Profile data  collected is critical to 

the products quality or performance. For example, monitoring torque or current during a 

taping process is important in ensuring the quality and consistency of the process. 

current/torque in tapping process, by monitoring the torque, it is possible to detect any 

issues with the tap, such as wear or damage, and to adjust the cutting parameters to ensure 

that the tap is operating within the desired range. Another example, temperature monitoring 

is an important aspect of 3D printing and is necessary to ensure that the printed object 

meets the desired specifications and quality standards, temperature monitoring in 3D 

printing can be done using temperature sensors that are placed in or near the print bed and 

extruder nozzle. The sensor data can be collected and analyzed in real time to ensure that 

the temperature is within the desired range and to detect any deviations that could affect 

the quality of the print. 

 

3.1.3 Data preprocessing  

 

This process is a critical step to improve the quality of the data and ensure that the data is 

accurate, relevant, and appropriate for modeling. It includes:  

- Eliminate unnecessary information, missing values, and duplicate values. 

- Data type conversion: for example, from String to Numeric variables or vice versa. 

- Normalization: to ensure that all variables are on a comparable scale, and this can 

help to avoid bias towards certain features or variables in the model. Normalization 

is done by subtracting the minimum and dividing by the range so that the resulting 

signal lies between 0 and 1. 

- Denoising using discrete wavelet transformation techniques such as Wavelet 

Transformation.  

 

In addition, data is visualized to comprehend its structure and the relationships among the 

numerous variables. 
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3.1.2 Feature extraction  

 

In this step, relevant information, or features are extracted from the profile signal data that 

can be used as input for AD algorithms. Descriptive statistics can help in feature extraction 

by providing summary measures that describe the central tendency, variability, and 

distribution of the profile signal data. These summary measures can be used to identify 

patterns, trends, and anomalies in the data that may be relevant for monitoring and quality 

control purposes. The features can then be used as input for machine learning algorithms 

to predict defects or deviations in the printing process. 

 

After obtaining a signal y = {y1, y2, ⋯, yt}, a set of features is extracted as follows: 

1. Maximum: F1 = max {y} 

2. Minimum: F2 = min {y} 

3. Mean 

4. Variance 

5. Standard deviation 

6. Skewness 

7. Kurtosis 

8. Median 

9. quantile (2.5%): Q0.025 such that p (y ≤ Q0.025) = 0.025 

10. quantile (5%): Q0.05 such that p (y ≤ Q0.05) = 0.05 

11. quantile (10%): Q0.1 such that p (y ≤ Q0.1) = 0.1 

12. quantile (90%): Q0.9 such that p (y ≤ Q0.9) = 0.9 

13. quantile (95%): Q0.95 such that p (y ≤ Q0.95) = 0.95 

14. quantile (97.5%): Q0.975 such that p (y ≤ Q0.975) = 0.975 

15. Absolute energy (sum of squares 

16. Binned entropy 

17. Is symmetric looking (Boolean) 

18. Number of data points above mean 

19-20. Arima model coefficients assuming AR(2) model: ψ1, ψ2 

21-24. Lag k correlation (k = 1, 2, 3, 5).  
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25. Mean absolute change  

26. Generalized Variance statistic 

27. Area under signal curve 

 

3.1.4 AD Classifier  

 

By setting up thresholds, the AD algorithms can detect and flag any unusual data points or 

patterns that fall higher than the threshold value. The threshold is set based on the desired 

sensitivity and specificity of the anomaly detection algorithm, a higher threshold will result 

in fewer false positives but may miss some anomalies, while a lower threshold will detect 

more anomalies but may result in more false positives.  

IF, LOF and DBSCAN will be used as AD algorithms, more details about these methods 

in section 2.4. 

 

3.1.5 Detect Anomalies 

 

If the observed data exceeds the threshold, the alarm will be triggered, indicating the 

presence of an anomaly and alert the quality control team. The team can then investigate 

the cause of the anomaly and take corrective action to prevent further deviations from the 

normal behavior. To illustrate how our proposed AD predictive control framework works, 

Chapter 4 will discuss in detail the application of the proposed predictive control 

framework applied to a tapping and 3D printing process. 
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Chapter 4.  Case Studies 

In this chapter, two cases were studied to demonstrate the performance of the proposed 

framework: Tapping and 3D printing processes. 

4.1 Case Study 1: Tapping Process 

Tapping is a commonly used thread cutting process, the tapping can be conducted in a hole 

that is only punctured on one side of a piece (blind hole) or in a hole that is punctured on 

both sides. Two phases make the tapping procedure: a cutting stage and a reversing stage. 

The tap goes forward into the workpiece during the cutting step, removing extra material 

to create threads, and backward during the reversing cycle to exit the tapped hole. 

Certainly, the tapping process was carried out in high-speed cutting (HSC) (65 m/min) 

circumstances [52] using a set of 12 identical high-speed steel (HSS) taps (from the same 

fabrication order) of 10 mm in diameter, 1.5 mm pitch and TiN coated. The tapping process 

is very complex and may produce defective threads with poor dimensions quality that falls 

out of tolerance margins due to different reasons such as  tool wear, misalignment between 

axis (hole/tap) and poor hole preparation, and  under/oversized predrilled hole diameters. 

 

4.1.1 Tapping Data 

 

Data of this case is obtained from  Gil Del Val [47]. The tapping experiments were 

conducted on ductile nodular cast iron GGG50 plates. Before starting the experiments, the 

plates were drilled, and all previously drilled holes were measured with a micrometer at 

three levels (entrance, intermediate and exit) before tapping operation to check that they 

were in tolerance with a Chamfer angle of 9°. All tapped threads were then inspected with 

a M10x6H Go-No-Go gauge, and based on the results of the inspection, each thread was 

then categorized as being either acceptable or unacceptable, a sampled current profile from 

12 tap tools to be able to detect deviations, the range of acceptable threads for the taps 

between 30 – 300 threads as illustrated in Figure 15. A total of 1270 threads from all taps, 

the percentage of the defective is 12.91%. 
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Figure 15: Defective and normal threads for each tap 
 

Figure 16 shows a typical spindle current profile composed of eight regions. These regions 

represent the direction of movement and torque exerted (directly measured through the 

current signal) by the spindle motor. The most significant section is A2, which represents 

the Actual cutting state. A reference A2 area was created by averaging A2 regions through 

the taps. the A2 reference signal that was created. 

 

Figure 16: A typical spindle current profile in the tapping process [53] 

 

4.1.2 Data preprocessing and features extraction 

 

The data preprocessing and features extraction details in [53], that is summarized in Figure 

17.  27 Extracted features are used which are discussed before in section 3.1.2. The main 

preprocessing techniques used in tapping profile signals with focusing on A2 signal are:  
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- Wavelet Transformation: used to remove noise from a signal by decomposing it 

into a set of wavelets and filtering out the high-frequency components that represent 

noise. 

- Normalization: The primary purpose of normalization is to bring all the input 

features or variables to a similar scale, ensuring that no feature dominates the others 

in terms of the magnitude of its values. Normalization is done by subtracting the 

minimum and dividing by the range so that the resulting signal lies between 0 and 

1. 

In addition to 8 features considered previously by Gil Del Valet al.:  

1. FA1: Area under A1 region 

2. FA2: Area under A2 region 

3. FA3: Area under A3 region 

4. FA4: Area under A4 region 

5. FA5: Area under A5 region 

6. FA6: Area under A6 region 

7. FA7: Area under A7 region 

8. Principal component 1: Y1 = 0.25(FA1 + FA3 + FA5 + FA7) 

9. Principal component 2: Y2 = 0.5(FA2 + FA6) 

A total of 198 features were extracted for each hole as illustrated in Figure 17. 

 

 

Figure 17: Tapping pre-proceed and extracted features. 

 

4.1.3 LOF-based prediction model 

 



42 

 
 

The study aims to determine the appropriate timing for replacing the tapping tool.  A Model 

was fitted through the lof() function in R package for each tap separately.  Two main 

parameters play a key role in the performance of LOF model:  the number of nearest 

neighbors used (k and chosen threshold (TH). To find the best value for each of these two 

parameters, model performance was evaluated at different values and optimal values were 

found to be  k=5 and TH of 1.093 has the best performance. There are various techniques 

to choose appropriate thresholds, with Youden's index being the most used one. The code 

then loops through each value in the Thresh vector, and for each value, it calculates the 

predicted class based on whether the LOF score is greater than the threshold, an alarm is 

generated. Otherwise, no alarm is generated and the whole process is repeated. 

 

Figure 18 provides a comprehensive visual representation of the performance of the LOF 

model across a range of thresholds. The sensitivity indicates the percentage rate of correctly 

detected defects, while specificity indicates the percentage rate of correctly detected 

acceptable items and accuracy indicates the percentage rate of correctly detected defective 

or normal. The intersecting point of the Accuracy, Sensitivity, and Specificity performance 

lines is the balanced performance point or the optimal threshold.  

 

Figure 18: Accuracy,  sensitivity, and Specificity, tapping process- LOF Based 

 

An AUC score of 0.61 indicates that the model's has poor discrimination ability to 

distinguish between defective and normal instances as shown in Figure 19. 
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Figure 19: ROC curve, Tapping- LOF Based 

 

4.1.4 IF-based prediction model 

 

An IF model was fitted through the isolation.forest() function available through the isotree 

package. Three main parameters play a key role in the performance of IF model; sample 

size of the data sub-samples with which each binary tree will be built, the number of trees 

used and the number of columns to combine to produce a split (ndim). To find the best 

value for each of those three parameters, model performance was evaluated at different 

values for those two parameters and was found that a model with number of trees=1000, 

number of samples=10, ndim=3 had the best performance. A threshold on the anomaly 

score was used to identify outliers, by applying the Youden's index criterion, the optimal 

threshold value of 0.328 can be identified as the best possible point. The code then loops 

through each value in the Thresh vector, and for each value, it calculates the predicted class 

based on whether the anomaly score is greater than the threshold, an alarm is generated. 

Otherwise, no alarm is generated and the whole process is repeated.  

Figure 20 provides a comprehensive visual representation of the performance of the IF 

model across a range of thresholds.  
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Figure 20: Accuracy, sensitivity, and Specificity, tapping process- IF Based 

In Figure 21, an AUC score of 0.7 indicates that the model performs significantly better 

than LOF in distinguishing defective and normal instances, but there is still potential for 

further enhancement.  

 

Figure 21:ROC curve, Tapping- IF Based 

 

4.1.5 DBSCAN-based prediction model 

 

In DBSCAN, the algorithm identifies clusters as regions of high density separated by 

regions of low density. The kNNdistplot function can be used to generate a plot of the k-

distance graph, which shows the distances between each data point and its k-th nearest 
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neighbor. This graph can then be used to determine the appropriate values for the DBSCAN 

hyperparameters, the elbow point in the k-distance graph can be used to identify the 

appropriate value for the "eps" hyperparameter, which is the maximum distance between 

two points for them to be considered part of the same cluster. The k parameter is set to 5 

here. In this case, the line is horizontal and has a y-intercept of 5000 as cleared in Figure 

22. 

 

Figure 22:KNN distance Plot with a Horizontal Line at 5000- Tapping process 

 

Figure 23 presents a detailed graphical illustration of the IF model's performance over a 

variety of thresholds. 

  

Figure 23:Accuracy, sensitivity, and specificity, tapping process - DBSCAN Based 
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An epsilon of 1250 is chosen as a threshold.  An AUC is 0.83 as shown in Figure 24 that 

means the DBSCAN model's ability to separate defective and normal instances is markedly 

better than LOF and IF, 

 

Figure 24: ROC curve, Tapping- DBSCAN Based 

 

4.2 Case Study 2: Metal 3D Printing  

Metal 3D printing is a process of manufacturing three-dimensional objects from metal 

materials. It involves the layer-by-layer deposition of metal powders that are selectively 

melted and fused together with a laser or electron beam to form the final product. The 

advantages of metal 3D printing include the ability to produce complex shapes and 

geometries that are difficult or impossible to achieve with traditional manufacturing 

methods, as well as reduced material waste and shorter lead times. 

 

In metal 3D printing, sensors are used to measure temperature. These sensors can be placed 

in different locations in the printing chamber and on the part being printed to monitor the 

process and detect any deviations from the expected profile. The approach of profile 

monitoring in metal 3D printing is to use machine learning algorithms to analyze the data 

collected from sensors and identify patterns or anomalies that may indicate defects in the 

part being printed, if the temperature of the melt pool deviates from the expected range, it 

may indicate the presence of pores or other defects in the part as shown in Figure 25. 
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Figure 25:Plot of the observed profiles 

 

4.2.1 Experimental setup and data acquisition 

 

The experimental setup and acquired data were obtained from [55]. A dataset of 801 profile 

signal is collected from an Aconity MINI 3D printer with a reported defective rate of  

28.26% of the printed products.  

 

3.2.2 Data preprocessing and features extraction 

 

The Data preprocessing and Features extraction details in [56] that summarized in Figure 

26.  The main preprocessing techniques used in temperature profile signals are 

normalization and wavelet transformation. A total of 108 features were extracted for each 

profile.  

 

Figure 26: Metal 3D printing pre-proceed and extracted features. 
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It was noticed that the frequency of defectives (unacceptable printed items) is around 28% 

fin the sampled dataset, down sampling method was implemented, the defective items is 

decreased to 5%. Down sampling for minority class should be carefully considered and 

evaluated based on the specific dataset and model being used in anomaly detection. If the 

down sampling is not done carefully, it can lead to the loss of important information in the 

minority class, resulting in decreased performance in detecting. 

 

4.2.3 LOF-based prediction model 

 

A LOF model was fitted through the lof function- library (Rlof) in R package. Two main 

parameters play a key role in the performance of LOF model; is the number of nearest 

neighbors used k and chosen threshold. It was found that a model with k=5 had the best 

performance. By applying the Youden's index criterion, the optimal threshold value of 1.08 

can be identified as the best possible point. The code then loops through each value in the 

Thresh vector, and for each value, it calculates the predicted class based on whether the 

LOF score is greater than the threshold, an alarm is generated. Otherwise, no alarm is 

generated and the whole process is repeated.  A comprehensive graphical representation of 

the LOF model's performance over various thresholds is depicted in Figure 27.  

  

Figure 27:Accuracy, sensitivity, and specificity, 3D-Printing- LOF Based 

 

Figure 28 demonstrates that the model exhibits inadequate discriminatory ability to 



49 

 
 

differentiate between defective and normal instances, as evidenced by its AUC score of 

0.53.  

 

Figure 28: ROC curve, 3D printing- LOF Based 

 

4.2.4 IF-based prediction model 

 

An IF model was fitted through the isolation.forest() functionin R package and was found 

that a model with number of trees=1000, number of samples=10, ndim=3 had the best 

performance. By applying the Youden's index criterion, the optimal threshold value of 

0.301 can be identified as the best possible point. The code then loops through each value 

in the Thresh vector, and for each value, it calculates the predicted class based on whether 

the anomaly score is greater than the threshold, an alarm is generated. Otherwise, no alarm 

is generated and the whole process is repeated.  Figure 29 provides a comprehensive visual 

representation of the performance of the IF model across a range of thresholds.  
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Figure 29: Accuracy, sensitivity, and specificity , 3D-Printing- IF Based 

 

In Figure 30, the AUC score of 0.85 indicates that the model has strong discriminatory 

capabilities, enabling it to effectively differentiate between defective and normal instances. 

Generally, threshold values that produce points closer to the top left corner of the plot are 

preferable. 

 

Figure 30: ROC curve, 3D printing- IF Based 
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4.2.5 DBSCAN-based prediction model 

 

Using the same kNNdistplot function mentioned in section 3.1.5, This point can be used as 

a threshold for selecting the epsilon parameter. The k parameter is set to 5 here. In this 

case, the line is horizontal and has a y-intercept of 5000 as shown in Figure 31, 32 

respectively. 

 

Figure 31: k-Nearest Neighbor Distance Plot with a Horizontal Line at 5000- 3D Printing 

  

Figure 32: Accuracy, sensitivity , and specificity, 3D-Printing- DBSCAN Based 

 

In Figure 33, an AUC score of 0.77 indicates that the DBSCAN model's ability to 

distinguish between defective and normal instances is quite good. This is supported by the 

selection of a threshold of 1550 as epsilon. 
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Figure 33: ROC curve, 3D printing- DBSCAN Based 
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Chapter 5. Results and Analysis 

In this chapter, we present the results achieved comparison for the implemented algorithms. 

We also evaluate the performance of the suggest anomaly detection algorithm, 

5.1 Tapping Models Performance Comparison  

The AUC (Area Under the Curve) is a performance metric used to evaluate the 

effectiveness of binary classification algorithms. It measures the ability of the algorithm to 

distinguish between normal and abnormal instances. In our case, a higher AUC value 

indicates better performance in distinguishing normal taps from defective ones. Therefore, 

the DBSCAN algorithm with an AUC of 0.83 is performing better than LOF and IF, which 

have AUCs of 0.61 and 0.7, respectively. Figure 34 shows Models performance 

comparison for tapping process. 

 

Figure 34: Models performance comparison for tapping process 

 

The choice between (IF), (LOF), and (DBSCAN) algorithms depends on the nature of the  

data and the specific problem being solved. In Tapping process, it is noticeable that there  

is a significant variation among the taps. The overall count of threads from the  beginning 

until the end of their lifespan fluctuates greatly, ranging from 235 to 40, while  the count of 

threads that meet the required standard ranges from 222 to 36. 
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Based on the metrics in Table 4, IF has the highest accuracy, but accuracy can be 

misleading in imbalanced datasets where the classes are not equally represented. As the 

aim is to detect defective items: sensitivity is an important metric to consider, it measures 

the ability of the model to correctly identify the defective items. Based on the sensitivity 

metric, DBSCAN is performing the best among the three models with a sensitivity of 

82.32%. This means that DBSCAN is able to identify a higher proportion of defective items 

compared to the other two models. Also, the specificity metric measures the ability of the 

model to correctly identify the normal items, IF is performing the best among the three 

models with a specificity of 86.17%. Therefore, as the priority is correctly identifying 

defective items, then DBSCAN is the best choice. 

Table 4: Models performance comparison for Tapping process. 

 

 

 

 

 

 

 

 

Based on the Youden Index values provided, DBSCAN has the highest value of 0.52, 

which indicates that it is the best model among the three evaluated models. The Youden 

Index is a criterion for selecting the best threshold that balances the tradeoff between 

sensitivity and specificity, and a higher value indicates better performance. In the context 

of control chart theory, decision makers are interested in detecting out of control state as 

early as possible, i.e., ARL1 minimization. In this case, specificity might be of more 

importance with IF provides a better performance. 

5.2 3D Printing Models Performance Comparison  

A higher AUC value indicates better performance in distinguishing normal instances from 

Defective instances. Therefore, the IF algorithm with an AUC of 0.85 is performing better 

Model AUC Accuracy Sensitivity Specificity 
Youden 

Index 

LOF 0.61 74.96% 45.73% 79.29% 0.25 

IF 0.70 80.63 % 43.29% 86.17% 0.29 

DBSCAN 0.83 71.34% 82.32% 69.71% 0.52 
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than LOF and DBSCAN, which have AUCs of 0.53 and 0.77, respectively. Figure 35 

shows Models performance comparison for tapping process. 

  

 

Figure 35: Models Performance Comparison for 3D Printing process 

Table 5 shows that, while DBSCAN has the highest specificity among the three models 

(81.80%), meaning it has a lower false positive rate. However, the IF model has the highest 

sensitivity (82.22%) and an AUC of 0.85, indicating superior overall performance. This 

suggests that the IF model has a lower false negative rate. Additionally, according to the 

Youden Index values provided, the IF model has the highest value of 0.56, further 

supporting its status as the best-performing model among the three evaluated models. 

 

Table 5: Models Performance Comparison for 3D Printing process 

Model AUC 
Accuracy Sensitivity Specificity Youden 

Index 

LOF 0.53 67.69% 37.78% 73.09% 0.11 

IF 0.85 74.83% 82.22% 73.49% 0.56 

DBSCAN 0.77 79.76 % 51.11% 81.80% 0.33 

 



56 

 
 

In Figure 36, the impact of down-sampling percentage for the minority class on the IF 

model's performance is depicted, the Youden Index was evaluated for various down-

sampling percentages. The analysis revealed that the best Youden Index was achieved with 

the lowest down-sampling rate. Removing instances from the minority class, causing 

potentially losing important information about the characteristics of anomalies, which 

could reduce the overall accuracy of the model. Furthermore, down sampling can also 

increase the false positive rate of the model, which is the rate at which the model mistakenly 

identifies non-anomalies as anomalies. 

 

Figure 36: The effect of down sampling on the Youden Index for the IF model 
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Chapter 6. Conclusion and Future Work 

This study proposed an anomaly detection-based framework that utilizes the IF, LOF and 

DBSCAN algorithms to monitor profile processes, specifically in scenarios where 

infrequent failures (imbalanced data). The effectiveness of the proposed framework is 

demonstrated through two case studies: thread tapping and 3D printing processes. The main 

findings are as follows: 

• The DBSCAN model achieved a significant performance for the tapping process with 

an AUC of 0.83, accuracy of 71.34%, and sensitivity of 82.31%, outperforming the IF 

and LOF models,  

• The Isolation Forest algorithm achieved the best performance for the 3D printing 

process with an AUC of 0.85, accuracy of 74.83%, and sensitivity of 82.22%, 

outperforming the LOF and IF models.  

• Compared to the previous methods in the literature, Random Forest model with AUC 

of 0.923, Generalized Variance model [56] with AUC of 0.867 [53] in Tapping and Knn 

accuracy of 92% in 3D printing; unsupervised anomaly detection methods have lower 

ability for differentiating between anomalies and normal variations in the dataset used 

in this study because of the inadequacy of the provided data and high variability. 

These findings highlight the effectiveness of the proposed framework in monitoring profile 

generating processes and its potential to enhance quality control in manufacturing 

processes. The future works to this research: 

• Further evaluation of the proposed framework on more diverse datasets and 

manufacturing processes to validate its effectiveness and generalizability. 

• Exploration of other anomaly detection algorithms and their performance on imbalanced 

data scenarios to determine if there are better alternatives to the current approach. 

• Investigation of the impact of different feature selection techniques and parameter 

settings on the performance of the proposed framework to identify optimal 

configurations for specific manufacturing processes. 

• Use of Ensemble techniques where all three proposed methods are used to decide. 

• Study the performance of the three methods as a function of the % defective of data set. 

• Use design of experiments for hyper parameter optimization. 
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Appendix A: R Package (Local Outlier Factor) 

The LOF (data, k) function in R Package calculates LOF score for each observation, 

where: 

- Data: The data set to be explored 

- K: The kth distance to be used to calculate the LOF's 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



63 

 
 

Appendix B: R Package (Isolation Forest) 

The isolation.forest() function in R Package, the hyperparameters of the Isolation Forest 

algorithm: 

- Data: The data set to be explored 

- sample size: Sample size of the data sub-samples with which each binary tree 

will be built. 

- Ntrees: Number of binary trees to build for the model. The default value is 500. 

- Ndim:  Number of columns to combine to produce a split. This parameter 

specifies the number of features to consider when splitting a node in an isolation 

tree. It is set to the minimum value between 3 and the number of columns in the 

data by default.  

- Ntry: This parameter specifies the number of candidates split points to evaluate 

when splitting a node in an isolation tree.  

- Standardize_data: Whether to standardize the features at each node before 

creating alinear combination of them]. This is ignored when using 'ndim=1'. 

- Max_depth: Maximum depth of the binary trees to grow.  
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Appendix C: R Package (DBSCAN) 

Dbscan (x, eps, minPts = … ) function in R Package, the hyperparameters of the DBSCAN 

algorithm: 

- eps size (radius) of the epsilon neighborhood. If eps is too small, the algorithm 

may classify most points as noise because they do not have enough neighbors 

within their eps-neighborhood. Conversely, if eps is too large, the algorithm 

may merge multiple clusters into one or classify border points as noise. 

-  minPts number of minimum points required in the eps neighborhood for core 

points (including the point itself), the higher the value of minPts, the more 

points need to be in the neighborhood for a point to be considered a core point. 

adjusting the hyperparameters of DBSCAN can lead to significant changes in the resulting 

clusters' quality and quantity. Therefore, it is essential to choose the right values for the 

hyperparameters. 
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