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Abstract

Many Internet of Things (IoT) applications deploy identical end devices like sensor
nodes or surveillance cameras in an organization. The purpose of this thesis was to
determine if a malicious physical substitution of one end device by an identical
compromised device could be recognized using deep learning or machine learning
techniques. Conventional techniques to address the physical replacement of a node
require one to implement specialized hardware like Physical Unclonable Functions
(PUF) usingexpensive encryption techniques. For low-resourcedevices like an ESP32,
the device does notcome with an integrated PUF module, and a separate chip is required
to execute the cryptographic operations. Moreover, recently deep learning techniques
are shown to have compromised the PUF-based technique as well. This thesis explored
whether machine and deep learning could be used to identify a single end device from
a set of identical devices without requiring a PUF-like mechanism for authentication.
Network data from 18 identical ESP32 devices was collected in a typical MQTT-based
IoT network. In addition to exploring conventional machine learning methods
including Random Forest, Bayesian, SVM, LightGBM, Gradient Boosting, and XG-
Boost, a tiny Convolutional Neural Network (CNN) was designed and optimized using
the Hyperband algorithm. The CNN was small with 85,058 trainable parameters and
only used the packet Inter-Arrival Time (IAT) as input. The results are that the CNN
outperformed all other models, with a micro-F1-Score 0£0.999 (0.0012). The Random
Forest model was the best traditional machine learning models with a micro-F1-Score
0f 0.9501 (0.0036). The worst was Bayesian with a micro-F1-Score of 0.222 (0.0016).
There was a statistically significant difference in the F1-Score (Kruskal-Wallis; chi-

square=84.192, p <0.05) between the various trained model using 10-fold validation.

Keywords: IoT Edge Devices; Inter-Arrival Time, Machine Learning,

Convolutional Neural Networks.
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Chapter 1. Introduction

In this chapter, we provide a short introduction about the IoT physical devices
security challenges. Then, we present the problem investigated in this study as well as
the thesis contribution. Finally, general organization of the thesis is presented.

1.1. Overview

The huge rise in the number of connected loT devices has led to several security
risks in achieving the authenticity of the physical devices. One of the most challenging
risks is ensuring that a device has not been physically replaced by another identical
device. By identical, thisrefers to replacinga device with another onedevicethat comes
from the same vendor, with the same type, running the same OS and application, and
containing the same network information such as IP and MAC address. In other words,
the software stack is of the original and the malicious one is identical, making the
illegitimate device identification less obvious. If one of the devices were replaced by
an identical device, hackers can execute malicious code, redirect traffic, and spam the
entire network and the behaviour of the environment. As far as the literature work is
concerned,the work looked at was mostly on how devices can be protected from remote

attacks that affect its behaviour, overlooking the physical device replacement problem.

To differentiate between the two IoT devices, certain features from the devices
must be leveraged to perform the classification. Many studies have used features by
capturinginformation atthe application level, network level, orthe sensinglevel. Then,
machine learning techniques such as Deep Neural Networks, Naive Bayes, Random
forest, can be used to classify and identifybetweenthe devices. In this way, the features
are used to uniquely identify the device, andmachine learningmodels are used to ensure

that using these features, one can detect if a device has been physically replaced.

One approach to such a problem is by creating fingerprints for every device that
uniquely identify it. The features selected from the devices will be used to generate
such fingerprints. These fingerprints will be generated using features form the
application, network or sensing layers or a combination of them. This fingerprint will
be leveraged by the identification method to uniquely identify the device. The
identification methods in the literature vary and are discussed in Chapter 3. In this

thesis, a single feature; Interarrival time will be considered to identify between the
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devices, with multiple approaches. A CNN will be built and trained using this feature
to be able to uniquely identify between the edge devices. This work will be compared

with the traditional machine learning models.

1.2.  Thesis Definition

Driven by the extreme adoption of the IoT technology and their devices in
differentapplications, we will focus on the problem ofaccurately detectingif a physical
IoT device has been illegitimately replaced by another device. That is; given a smart
loT environment, a feature from the 10T devices is leveraged to train a deep learning
model, to ensure device replacement by an identical one is accurately detected. The
feature selected in this thesis is the Inter-Arrival Time between the network packets.
The objective of this work is to accurately identify between the identical IoT devices in
a critical smart environment such as a hospitals, financial entities, and others by
leveraging deep neural networks. For example, in an environment that contains
identical surveillance cameras like in a hospital, or environments that contain identical
sensors for fire detection, the work should be able to identify if any of these devices has

been illegitimately replaced by a faulty one.

1.3. Research Contribution

The thesis work contribution can be summarized as follows. Leveraging
Artificial Neural Networks to uniquely identify if an IoT edge device has being
physically replaced by another identical one, running the same OS type, application,

containing the same network identification information such IP, MAC addresses.

1.4. Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 provides background
about IoT and device fingerprinting for authentication. Chapter 3 discusses the related
works to this research. Chapter 4 describes the address the problem and explains the
data pre-processing phase. Chapter 5 details the experimental set up done in this
research work. In the following three Chapters, the experiments performed. This is
presented in Chapter 6 that contains the traditional machine learning models, Chapter
7 that contains the CNN model, and Chapter 8 contains the CNN comparison with
literature. Chapter 9 provides a summary for all models. Finally, Chapter 10 concludes

the thesis and outlines the future work.
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Chapter 2. Background

This chapter briefly introduces the concept of Internet of Things (IoT). Next,
this chapter describes the edge devices (ESP), and the commonly run protocol Message
Queue Telemetry Transport (MQTT)used in this thesis. Then, it introduces the concept
of device fingerprinting. Finally, it examines current work and research done edge

device fingerprinting.

2.1. Internet of Things

Internet of Things (IoT) refers to a system of objects connected to each other
and communicate via the Internet. These objects can be devices such as sensors,
smartphones, cameras, or any wearable [1]. It also includes any “thing” that allows it
to be identified in the Internet world and has the ability to communicate with other
devices. These things communicate with each other to monitor, control, operate smart
environments in different use cases. This communication produces huge amounts of
data per time transmitted between the devices and the servers. IoT systems have been
deeply incorporated in multiple environments such as is in smart homes, smart cities,

smart factories, smart workplaces, smart retail, etc.

There are different paradigms [oT can be looked at. In terms of the architecture,
IoT architecture can be summarized into four layers: sensing (or perception) layer,
networking layer, middleware layer, and the application layer [2]. The four layer
architecture 1s presented in Figure 2.1. The sensing layer contains the underlying
physical devices in the network that actually run the application logic. These include
sensors, embedded devices, microcontrollers, or actuators. The networking layer will
run all the network related functions from routing data back and forth. In IoT, this
contains the routers, gateways, running communication protocols such as Wi-Fi, 3G 4G
[3]. The middleware layer provides the services that IoT devices will consume to
perform functionalities. Examples of these services include storage, communication,
location, data collection, authentication, authorization, event processing, device
management services, etc. Finally, the application layer determines a set of protocols
formessage passingatthe application level. Most familiar applicationprotocols forloT
devices are: ZigBee, XMPP, Message Queuing Telemetry Transport (MQTT),
Constrained Application Protocol (CoAP), 6LowPAN, Lora WAN [4] etc.
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Figure 2.1: Internet of Things Layers [2].

2.2. ESP Espressif Edge Device
ESP edge devices are a family of devices developed by Espressif [S]. Espressif
community develops Wi-Fi and Bluetooth, low-power [oT solutions and devices. The
most popular of their devices are ESP8266 and ESP32 series of chips, modules and
development boards. Table 1 summarizes their main features [6], and Figure 2.2

presents the ESP8266 SparksFun board.

Table 2.1: ESP8266 Specifications.

Temperature Sensor
Working Temperature

Cost

’ Specification ESP8266
MCU Xtensa Single Core 32-bit
802.11 b/g/n Wi-Fi Yes
Bluetooth No
Frequency 80 MHz
SRAM 160 KBytes
Flash SPI Flash, up to 16 MBytes
GPIO 17
ADC 10 Bits
EthernetMAC Interface No
Touch Sensor No
No

-40 degreesto 125 degrees
$16.95
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Figure 2.2: ESP8266 Device [7].

Table 2.2 summarizes the main features of ESP32 [8], and Figure 2.3 presents

the ESP8266 SparksFun board.

Table 2.2: ESP32 Specifications.

| Specification
MCU
802.11 b/g/n Wi-Fi
Bluetooth
Frequency
SRAM
Flash
External Memory

Power

GPIO
ADC
EthernetMAC Interface
Touch Sensor
Temperature Sensor
Working Temperature
Cost

ESP32
Xtensa Dual Core 32-bit
Yes
Yes
160 MHz
512 KBytes
SPI Flash,up to 16 Mbytes

Up to 1 GB of external flash support

5 uA current, the chipautomatically
powers on/of fRF transceiver when
needed

36
12 Bits
Yes
Yes
Yes
-40 degreesto 125 degrees
$20.95
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Figure 2.3: ESP32 SparkFun Device[9].

ESP8266 and ESP32 can run variety of Real-Time Operating Systems (RTOS),
such as Mongoose OS, FreeRTOS, Arduino Core, NodeMCU, Lua, etc [10]. Due to its
recent adoption in IoT projects and research, this board will be used to build and
simulate the smart [oT environment we will be looking at. The selected chip is ESP32

and will be the IoT edge devices.

2.3. Message Queuing Telemetry Transport Protocol

MQTT is an application layer messaging protocol, designed for low power and
low memory footprint communication. MQTT leverages the publish-subscribe
messaging protocol to communicate messages between the connected parties. An
illustration of the publish-subscribe protocol is presented in Figure 2.4. Every device
will publish and subscribe to the desired “topic”. A broker receives all messages, filters
them, determines who is subscribed to each message, and sends the message to the

subscribed clients. The MQTT protocol is based on TCP/IP [11].
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Figure 2.4: Publish Subscribe Model[12].

2.4. Device Fingerprinting

Device fingerprinting is a technique used to identify a device connected to the
Internet. As human beings are authenticated by their unique biometric fingerprints,
devices also contain unique information that uniquely identify them. Whilst this
information can be very challenging to extract, especially with the large number of
connected devices, many different device information has been leveraged to create the
device fingerprints. As forIoT devices, device fingerprintingis important to ensure that
a device has been illegitimately replaced by another one. Studies have proposed unique
device identification by generating fingerprints from features at the application level,
network level, or the sensing level. For example, some of these features used to generate
the fingerprints include features specific to application layer type, packet counts, size,
interarrival time between packets, the entropy of payloads, count of packets, physically

unclonable functions from device, delay between packets and others.

In anIoT environment, these features are produced from the data generated from
the devices. There are two parts in this problem : first, the feature extraction, and second,
generating the device fingerprinting from these features. As for the feature extraction,
there are two approaches to perform this. First, the features that will uniquely identify
the device is already decided and known, and fingerprints will be generated from them.
Second, the other approach would be involving leverages advanced machine learning
techniques such as neural networks to extract these features and generate the unique

fingerprints. A summary forthe approach is shown in Figure 2.5.
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Figure 2.5: Neural Networks Feature Extraction Approaches.

2.5. DeepLearning

Deep learning is part of abroader family of machine learning methods based on
Artificial Neural Networks. Unlike classical machine learning models, deep learning
does not require features to be extracted beforehand, instead it will extract the most
significant features by itself. Deep learning uses multiple neural network layers to
progressively extract higher level features from the raw input [13]. An illustration of a

deep learning neural network is presented in Figure 2.6.

Figure 2.6: Deep Learning Illustration [14].
It does not contain limit to what it can learn, the more data it is fed, the more it
can learn and the more accurate it will identify. However, deep learning contains some
constraints:

e They typically require large amounts of data.
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e Deep learning requires substantial amount computing power. Typically,
deep learning models require high-performance GPUs that have a parallel

architecture to run.

The learning (feature extraction) in deep learning can be supervised,
unsupervised, or semi-supervised. The difference between the three approaches is
summarized [15]:

e Supervised: all the data that is inserted to the model must be labelled. That
is, we know beforehand that for every given data point in the dataset, it
belongs to which class.

e Unsupervised: all the data that is inserted to the model is not labelled. That
is, we do not know beforehand that data points in the dataset belongs to
which class.

e Semi-supervised: the data that is inserted to the model can be labelled and

not labelled.
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Chapter 3. Related Work

In this section, the different main techniques undertaken in the literature to
tackle the problem of IoT physical device identification are discussed. This is organized
in this section as follows. The first approach describes the traditional authentication
techniques which are: encryption-based techniques, followed by the password-based
ones, and challenge-response methods. Next approach presents the fingerprinting
methods. Under the fingerprinting methods, we further classify into methods under;
classical fingerprinting methods, fingerprinting using and autoencoders, fingerprinting
using traditional machine learning models, and fingerprinting using Artificial Neural
Networks. The work under machine learning methods is classified into supervised and

unsupervised learning.

3.1. IoT Device Traditional Authentication Methods
In this section, we describe the main idea of each of the authentication
techniques. In [16], a detailed survey of the literature work on these techniques is

presented.

3.1.1. Encryption-based authentication techniques. In this method,
symmetric and asymmetric cryptographic techniques are leveraged to authenticate a
device. A unique encryption/decryption key is generated for every device. In methods
that use a single key (symmetric encryption), the IoT device encrypts the authentication
message using this key and the server decrypts the message using the same key. Upon
the successful decryption, the server can authenticate the device [17]. In methods that
leverage two keys; public and private keys (asymmetric encryption), digital signature
technique is used to authenticatethe device. In this technique, a digital signature consists
of an encrypted hash of the original message. The [oT device hashes the authentication
message and then encryptsit using its own private key and sends the result along with
the original message. The server authenticates the device by performing the reverse
process using the device public key. Upon successful signature verification, the server
authenticates the device [18]. Despite these techniques are widely and successful used
in authenticate schemes, their processes consume many resources which can be

sometimes limited to resource constraint [oT devices.
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3.1.2. Password-based authentication techniques. This method applies to the
case when a human user wants to access an IoT device. The privileged user must
configure the device with a certain password for it to use later, and manually enter it
when needed to be accessed. These methods usually maintain a certain lifetime of a
password before it is renewed [19]. To increase the privacy of the credential, some
methods involve the user encrypting the credential before it is sent and decrypted at the
server side [20]. Other advanced techniques [21] incorporates One-Time Passwords
(OTP) that involves the user’s trusted and own device to permit the access. Other
methods leverage biometric information of the user to permit access [22]. Some other
methods also encrypt and hashes the biometric information before it is transmitted for
authentication [23]. While this authentication methods occur across the cloud,

tampering and forgering the passwords can easily happen [24].

3.1.3. Challenge-Response authentication technique. In this technique, the
methods use a challenge-response architecture to authenticate a device. In this
technique, the IoT device and the server both share a password. An IoT device can
authenticate itself to the server by provingthat it knows the password withoutrevealing
it [25]. The server that is willing to authenticate an [oT device generates a random
challenge. The challenge is a nonce generated from a set seed. The IoT device will
generate a response by applying a cryptographic function on the challenge received
from the server and the stored password at the [oT device side. The IoT device will
transmit the resultant response and along with it the challenge first received from the
server. The server will perform the reverse operation to its initial received challenge.
Upon successful match with the response received from the IoT device, the server can
successfully authenticate the device[26]. Other authenticationtechniques[27] combine
the challenge-response with Physically Unclonable Functions (PUF) methods. In these

techniques, the challenge is a value generated from a PUF in the device hardware.

3.2. Fingerprinting Authentication Techniques

Another approach to the authentication problem is by extracting features from
IoT devices that uniquely identifies it. These are features can be at the application level,
network level, sensinglayer, oracombination. In this section we classify the approaches

taken in the literature to perform fingerprinting.
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3.2.1. Fingerprinting using classical methods. In this approach, techniques
rely on generating fingerprints from devices using pre-determined features are used.
For each device, a database of the fingerprints is stored. Whenever a device is to be
authenticated, the fingerprint is compared by matching the generated fingerprint with
the one stored. Typically, in such methods, a Hamming distance between the device

and its stored signature is used for comparison to allow some room for errors.

Some methods involved uniquely identify embedded devicesthat contain SRAM
using Physically Unclonable Functions, PUF. In [28], every device that contains SRAM
has a unique ID generated from the on-board SRAM memory. The bits are generated
randomly because of the inherently uncontrollable and unpredictable variations d uring
the manufacturingprocess. To address the unpredictable aging and temperature variation
that can alter the PUF, Hamming distance was used to authenticate the ID. The
Probabilities of matching ID’s is the typical measure taken to authenticate a device

fingerprint.

In [29], Wallrabenstein proposed an algorithm that secures [oT devices by
combining cryptography and PUF. The device security measures included device
enrolment, authentication, producing the digital signatures, encryption and decryption
were performed using a PUF based on an elliptic curve algorithm. The algorithm was
tested on a Xilinx Artix 7 FPGA device, and the performance measure was time to
complete the execution of the algorithm versus correct device authentication. The results
complete each cryptographic operation in under 300 milliseconds for ~ 192 symmetric

key bits.

In[30], M. Barbareschietal. proposeda scheme thateliminates the need to store
the challenge and response pairsassociated with traditional PUF authentication methods.
In the traditional authentication methods that leverages PUF, a pair of challenge and
response is stored and exchanged during the authentication or verification process,
which introduces more storage and overhead to the device. In the proposed model, the
challenge and response pair for the devices are stored in a set, off the device, and made
available in an encrypted manner. The scheme was tested on Xilinx Zynq-7000 Field
Programmable Gate Array. The performance measured considered were the overhead

versus correct authentication. The results show that overhead was 1.44%.
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In [31], W. Liang et al. proposed a bi-directional PUF-based RFID protocol to
authenticate devices. The protocol allows the RFID tag and a server to both authenticate
each other. The method uses a certain character padding operation along with a logical
exclusive-OR (XOR) operation to generate the fingerprint from the PUF, i.e., the PUF
response. In order to authenticate the device, the strings generated from the RFID tags
are compared. The conclusions made that the proposed design contained reduced area,
higher randomness, and higher stability compared to the conventional RFID PUF-based

authentication methods.

B. Srinivasu et al. in [32] proposed an IoT authentication scheme using PUF
based on Linear Feedback Shift Register (LFSR). The scheme leveraged two PUFs. The
response from the first challenge associated with the first PUF is fed into the next PUF
as a challenge. This allowed to vary the response size, without additional hardware. The
experiment was tested on an Artix-7 Nexys 4 FPGA board. The results in uniqueness of
the bits 0f 49.2%. The final response, after the consecutive PUF’s challenge response

stream, showed an accuracy 0£99.99 %.

In [33], Xu et al. proposed a RFID authentication protocol based on Physical
Unclonable Functions. The PUF module is embedded within the RFID module. Hence,
each RFID tag will have a self-generate a uniquekey based on its own embedded circuit.
The tag and the reader exchange the secret key for verification. This key is periodically
changed. The protocol was tested using standard methods to test the protocol such as
GNY [34], where protocol was tested to persist against different type of attacks such as
tag forgery, steak attack, replay attack, backtracking attack, and clone attack. This was
also experimented using a set up involving a simulated cargo vehicle with Ultrahigh

frequency RFID. The success rate of the protocol implementation was 91.90%.

In [35], Jaafar proposed a similar approach was taken but device authentication
was performed using Cross-layer Response Times, that is, how quickly a device was
responding to different queries. These were then compared via the expected results
stored earlier. In [36], the research proposed a method that leveraged Near Field
Communication (NFC) as a fingerprint for a smartphone, to authenticate a user into a
library system. The user’s identity is generated from the fingerprint associated with the

NFC in their smartphone.
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Other research leveraged the on-device equipment’s to perform fingerprinting,
A typical illustration of this approach is presented in [37]. Here, the fingerprints were
generated using the audio connectors and accelerometers on the IoT devices. The
frequency response of the speakerphone-microphone system, and device-specific
accelerometer calibration errors were also leveraged. The features used where mean,
standard deviation, average deviation, skewness, kurtosis, RMS amplitude, minimum,

and maximum of every chunk of accelerometer data.

The approach of comparing various fingerprints based on hardware or
networking features with an existing database evenalong with the error tolerated through
using distances similar to the hamming distance does not generalize to an IoT
environment. This is because a typical [oT environment involves devices entering and
leaving the network often, and on typically on a large scale. This means that these
classical approaches where fingerprints are pre-calculated would have limited

applicability given the variety and large number of devices.

In [38], B. Charyyev et al. developed a Locality-Sensitive [oT Fingerprinting
(LSIF) that relies on a Locality Sensitive Hash of the traffic flow to identify a device.
The data consisted of 3 datasets, from 111 different smart home IoT devices collected
over a period of 20 days. Each dataset consisted of data of devices at different states,
namely, setup of device, idle, active state. The hash generated from the traffic flow was
used as a fingerprintto distinguish between the devices. The reported result shows a
precision of 0.83 when in setup state, 0.94 when in idle state, and 0.94 when in active

state too.

3.2.2. Fingerprinting using machine learning. In this section, the work done
in the literature for fingerprinting that leverage machine learning methods and artificial
neural networks are discussed. Thisis divided into 3 sections, autoencoders, supervised
and unsupervised learning. The literature work that leverages autoencoders are
discussed in section 3.2.2.1. The work for the supervised learning algorithms is
discussed in section 3.2.2.2, and the ones that leverage unsupervised learning

algorithms are discussed in 3.2.2.3.
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3.2.2.1. Fingerprinting using autoencoders. One approach to such a problem
is by creating a fingerprint for every loT edge device that uniquely identifies it. These
fingerprints be created based on various types of device features. One type of
fingerprints can be generated by usinga type of Artificial Neural Network (ANN) called
autoencoders. Autoencoders are used to generate efficient codes for inputs in an
unsupervised manner. This means that every device will have a unique code, called a
fingerprint, that will be used to uniquely identify it. This layer is employed as the pre-
trained layers of the Neural Network. The fingerprint will be used by the classical
machine learning models to identify the device. In this section, we describe what are
autoencoders and how they are leveraged to reduce the dimensionality of large scale

IoT edge device identification problem.

An autoencoder is an Artificial Neural Network model that produces an output
that is similar to the output. In other words, autoencoders can reconstruct an output from

a given input [39] and are presented in Figure 3.1 .

Figure 3.1: Autoencoders [40].

Autoencoders have not been extensively used in the research for addressing the
problem of device identification. In [41-43], autoencoders were used for content-based
image retrieval. The methods generalize to tuning an autoencoder for dimensionality
reduction followed by a classification algorithm. In [44], the data used consisted of 1.6
million images, where the data were partially labelled only. The approach taken in
constructing the autoencoder was a 28-bit and a 256-bit autoencoder, their weights from
two separately trained stacks of Restricted Boltzmann Machines (RNN). In each

autoencoder, the hidden layers halve in size until they reach the desired size.
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In [45], Soren used autoencoders to classify 36,000 images. The resulting model
was tested using new images or altered images from the training set. The autoencoder
were able to successfully reconstruct and classify these images. Two classification tests
were done, correct image and correct image in the correct set. The results of accuracies

were 97% and 91% respectively.

Autoencoders can be a good candidate for properly addressing the large number
of classes, the unseen new classes challenge in the context of [oT. Therefore, it is a
promising technique when combining them with the traditional Neural Networks model

for the identification problem.

3.2.2.2. Supervised learning methods. Random Forest, Naive Bayes, and
Gradient Boosting [46-48] were the most commonly used methods used. For example,
in [49], Random Forest and Gradient Boosting algorithms were used to classify
different devices from darknet using information from IP headers as the feature set.
These two techniques where empirically experimented with for about 3 million devices.
The classification using both methods resulted in 93.9% and 99.8% recall results, and

93.7% and 99.8% precision values for Random Forestand Gradient Boostrespectively.

The precision values were [50] also showed the success of Random Forest for
this problem. The random forest was evaluated attack using traffictraces collected using
tor browsers nodes. Accuracy was almost 99.98% when number of trees were 6 and
above. In [51], features extracted from the TCP/IP traffic were fed into Random Forest
model to classify 17 different [oT smart home devices such as a baby monitor, smoke
detector, TV, refrigerator etc. Finally, [52] leveraged SVM to leverage minute
imperfections of IEEE 802.11 transmissions to uniquely identify [oT devices. This

algorithm is typically used when a device has to be classified into a certain class.

In[53], Hameed et al. proposed a classification framework that utilizes both the
network and statistical features to characterize the IoT devices in the context of a smart
city. It is to identify the device falls under which class. The dataset used is a publicly
available data set, containing data been collected over a month for 21 different IoT
devices, which include devices like Amazon Echo, Samsung SmartCam, Iphone,
MacBook etc. The dataset is consisting of 101,922 labelled instances were collected

from the traffictraces ofthese 21 devices. Features from network were leveraged to train
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the model and are source IP, destination IP, IP protocol, port number, destination port
number, TTL, Ethernet address, Inter-Arrival time, average packet size, and traffic rate
Four types of models were built: Random Forest, Decision Tree, SVM and Gradient
Boosting. The models were trained using 70% training and 30 % testing split. The
reported goodness of measure values is shown in Table 3.1. It can be shown that

Gradient Boosting outperformed other models.

Table 3.1: Models Result in [53].

| Model Precision Recall ‘ F1 Score
Random Forest 0.8 0.78 0.77
Decision Tree 0.84 0.766 0.8
SVM 0.85 0.76 0.84
Gradient Boosting 0.9 1 0.94

In [54], Hussain et al. proposed a machine learning-based attack that exploits
network patterns to identify smart [oT devices and running services. The setup used to
collect data consisted of a smart home with three smart home devices: Amazon Echo,
Amazon Echo Dot, and Google Nest Mini. The data has been collected over 8 hours.
The features leveraged are the Interarrival time and the Packet size. This input features
were converted to the statistical features: standard deviation, sum, variance, maximum,
minimum, mean, median, skewness, and kurtosis. A Random Forest model was trained

for it. The results of the trained model are shown in Table 3.2.

Table 3.2: Accuracy of Modelper Service in [54].

Model Service Accuracy
Music 0.9992
Amazon Echo Dot
News 0.9994
News 0.9996
Amazon Echo
Music 0.9997
Google Nest Mini Music 0.9997

In [55], Hussain et al. leverages six machine learning models, Random Forest,

Decision Tree, SVM, Nearest Neighbors, Gaussian Naive Bayes and an Artificial

34



Neural Network to distinguish between devices in a smart environment. The
environmentused to generate the data consists of Smarthome containing4 types of loT
devices connected. These devices are TP-Link Connected Bulb, Nest Security Camera,
Mini, D-Link Motion Detector, and Wemo Switch Smart Plug. By analysing streams
of packets sent and received, machine learning leveraged to identify which loT device
generated which traffic. This network data is basically the network traffic that has been
collected for 7 days. There was a total of 3,222 flows for training and 805 flows for
testing. The features leveraged are the size of the first N packets sent, the size of the
first N packets received, the N - 1 packet inter-arrival times between the first N packets
sent, and the N - 1 packet inter-arrival times between the first N packets received. The
results in terms of the precision and recall are shown in Table 3.3. In their experiment,

Random Forest model outperformed all others.

Table 3.3: Models Result in [55].

Model Precision Recall
Random Forest 0.999 0.999
Decision Tree 0.995 0.995
SVM 0.993 0.993
K-NN 0.989 0.989
Gradient Boosting 0.919 0919

Artificial Neural Networks —

Fully Connected Feed Forward 0.986 0.986

In [56] Saciancalepore et al aimed to create a fingerprint for drones in order to
detect the presence of a drone, and its current status. This was performed by training a
Random Forest model. The data collected was traces of traffic originated by a drone,
that had 2 different states: steady state and movement state. The size of the collected
packets was 174,677. The features leveraged to the train the model were Interarrival

time and the packet size. The result reported in the work is an accuracy of 0.97.

In [57] Chaddad et al. proposed a method for the identification of mobile
applications by training four models: Random Forest, Bagged Tree, SVM, and K-NN.
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The data consists of descriptionsof applicationtraffic flows for six applications running
on Android mobile phones. The traffic flow was extracted for every one second, and
the leveraged feature for training the model was Inter-Arrival time. The precision

results of the models are shown in Table 3 .4.

Table 3.4: Precision Results fortheModels in [57].

| Model Precision
Random Forest 0911
Bagged Tree 0.90
SVM 0.767
K-NN 0.839

In [58], Babun et al. proposed a Z-IoT fingerprinting framework aimed to
distinguish between 39 of IoT classes of device classes. These devices leverage the
ZigBee and Z-Wave protocols for communication. The Z-IoT framework monitors the
idle network traffic to implement device-class fingerprinting that are based on
signatures. The leveraged features used to train the model is the Inter-Arrival time, and
the model is to create a signature (density distribution, splits into bins and area under
each bin). The criteria for selection are the best ML-Filter settings approach to select
the best model results. The results of the accuracy and precision is shown in Table 3.5

for each of the device types.

Table 3.5: Accuracy and Precision Results for the Models in [58].

’ Device Type Accuracy Precision
ZigBee 0.91 0.912
Z-Wave 0.92 0.936

In [59], Vaidya et al. proposed is a model that will identify between 50 IoT
devices by leveraging the device characteristics (Physically Unclonable Functions) to
create device fingerprints. The setup consisted of 50 [oT devices, running over a period
of one month, where data has been captured every minute, resulting in a total number
of samples of 500,000 samples. The leveraged features were Clockcount, ADCsingle,

ADCdiff and a Bonsai model was used. Bonsai model is a machine learning model
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based on decision trees. The training and testing data was split into 50% each. The

reported accuracy results are shown in Table 3.6.

Table 3.6: Accuracy of BonsaiModelin [59].

| Feature Accuracy
Clock count 0.54
ADC (single + diff) 0.872
Combined 1

In [60], V. Rimmer et al. used Deep Learning (DL), Convolutional Neural
Networks (CNN) and Recurrent Long-Short Term Memory (LSTM) methods to perform
the classification. The IoT data used was generated from traffic features generated from
website fingerprinting. The data for training consisted of 900 websites, with 400,000
traffic test traces. The models were tested using new unknown websites in the existing

dataset. The accuracy results of the models are shown in Table 3.7.

Table 3.7: Accuracy of Modelsin [60].

Model Accuracy

CNN 0.96
Deep Learning 0.95
LSTM 0.94

Similarly, Sun et al. in [61] used DL to classify 10,000 classes of [oT devices.
Their approach used four convolutional layers to automatically extract the features from
the network traffic. The hidden neurons were ReLUs and the output neuron was a
sigmoid A Softmax layer followedto identifythe final class. For verification, the Neural
Network containsone inputlayer, onelocally connected layer, one fully connected layer,
and a single output neuron indicating the similarities. The resultant accuracy obtained

was 97.45%.

Qiu et al. in [62] leveraged CNN to detect network spoofing attacks for three
device types. The three device types are: a smart device, that is capable of performing
advanced tasks, devices that resources limited, and devices trying to send misleading

message to the smart device. This was performed by developing a lightweight scheme
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that is based on Neural Network classifier. CNN was leveraged to learn the features
from the input, and the work has been compared against the traditional machine
learning models, SVM, Gaussian Mixture Model (GMM) and against a Physical Layer
Authentication (PLA) model. The accuracy (detection rate) of these models is shown
in Table 3.8. It can be shown that CNN and GMM performed the same and
outperformed SVM.

Table 3.8: Model Resultsin [62].

Model SVM GMM CNN
Detection Rate 0.91 0.95 0.95

Spanos et al. in [63] addressed a larger number of instances of [oT devices
connected to the Internet. About 15.3 million devices were classified usinga Neural
Network that leverages Long Short-Term Memory. The data was collected using
Amazon Web crawlers and included 41 device types, 1664 vendors, and 12,800
products. The classification was performed at three levels: device-type, vendor-type and
product-type. Features were extracted from the application layer, the network layer, and
the transport layer. Some of these features for network and transport layer include,
Recovery Time Objective, Time to Live, type of service. For application layer, the
feature analysis was performed on 20 protocols, fewwere TCP, SSH, Telnet. The Neural
Network generated [oT device fingerprints in a three-level breakdown: type, vendor, and

product. Results showed good performance with 94% precision and 95% recall.

In [64], Skowron et al. proposed a CNN that have low computational
complexity and isused to uniquely identify betweenthe devices. The environment setup
consisted of 9 smart home IoT devices, where their network traffic was captured. The
extracted network features that were leveraged to train the model are packet sizes, time
to live, etc. The CNN built consisted of 2 consecutive Convolutional layers, followed
by a Dense (256) layer, a Dense (128) layer, a Dense (64) layer, and a Softmax layer.
The CNN model was then compared with the traditional machine learning models are
SVM, Random Forest, and Decision Trees. These results are shown in Table 3.9. From
the results, it can interpret that CNN outperformed other models in identification

between the devices.
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Table 3.9: CNNand other Model Results in [64].

I Model Accuracy Precision Recall F1-Score
| SVM | 0.81 - 0.78 - 0. 81 " 0.77 |
Random Forest 0.61 0.67 0.62 0.8
Decision Trees 0.57 0.53 0.48 0.84
CNN 0.87 0.92 0.88 0.94

In [65], Kotak et al. leveraged CNN to distinguish between 10 different IoT
devices such as a baby monitor, lights, motion sensors, security cameras, smoke
detectors etc. A model was built for each class of devices. The dataset used for these
devices is a public dataset and consisted 0f 218,657 TCP sessions. The features used to
train the model are Source IP, Destination IP, Port number, and Protocol. The model
consisted of an input layer and an output layer. The input to the model inis a 28 x 28
pixel grayscale image. Each of the input was first converted to a binary type before the

model was trained. The reported accuracy of the models was around 0.99.

In [66], Aneja et al. proposed a method to leverage CNN to identify between 2
classes of devices. These devices were iPad and an iPhone. The setup involved
collectingnetwork traffic from these two devices. The feature leveraged fromthe traffic
is the Inter-Arrival time. A CNN model was trained using this data and had an
architecture of Rectified Linear Unit (ReLU), 2D Max Pooling layer, two Convolution
and Max Pooling layers, with batch size of 16. The reported accuracy of the model was

0.86.

In [67], Simpson et al. built 2 models, CNN and K-NN to classify the flows of
traffic from network devices. The work aimed to perform this identification to look for
ambiguous flow in the network traffic. The dataset consisted 0£4,994 TCP flows, with
each flowbeingaround 3 seconds. The leveraged feature was the Inter-Arrival time and
was used to train both models. The CNN architecture consisted of Convolution and

Max Pooling layers, followed by another Convolution and Max Pooling layers and a
Dense Layer. The reported CNN F1-score was 0.965 and KNN F1-score was 0.864,
showing that CNN outperformed the K-NN model to perform such a classification.

Salman et al. in [68] leverages CNN to classify network traffic fora set of 6

classes IoT devices. These IoT devices were D-Link Water Sensor, D-Link Camera, D-
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Link Siren, D-Link Plug, and Samsung Home Kit. The data collected was performed
one hour for each of the devices. The features leveraged for training was the Inter-
Arrival time, protocol, and direction. The CNN architecture consisted of 2
Convolutional layers, 2 Poolinglayers, and 2 Fully-Connected layers. The data has been
represented inform of an image with size (28 by 28), with both a gray scale and a
coloured image. The reported F1-Score for gray representation was 0.78, and for the
coloured representation was 0.86. The model was compared with Random Forest, and

the reported F1-Score for Random Forest was 0.93 (outperforming the CNN models).

3.2.2.3. Unsupervised learning methods. In [69], Thangavelu et al. K-means
clustering was used with features are extracted from network traffic of smart home
devices using features shown in Table 3.10. From the features extracted, the model is
train to group the features into different clusters. A threshold is setto compare the mean
and standard deviation scores of the data points, and accordingly a decision for it to fall
on which cluster is made. Clustering results showed high performance with F-score,
Precision, and Recall all above 0.9. While the traditional machine learning methods
could accurately discriminate among these devices, they might not generalize to new

devices.

Table 3.10: List of Fingerprinting Features in [69].

Protocol Feature

DNS queries, DNS errors, DNS packet count, Mode of domain name

LIS queries, DNS packet length, DNS query response time
sizzissi:ilcls Number of packets in session, active duration
TLS Number of TCP keepalive, TLS packet count, length, TLS flow
HTTP Number of TTP response code, method, #TCP keep alive, HTTP request
URI,HTTP packet count, length, HTTP flow duration
SSDP SSDP packetcount, length, SSDP flow duration
QUIC QUIC packet count, length, QUIC flow duration, QUIC packettype
MQTT MQTT packet count, length, MQTT flow duration, MQTT packet type
STUN STUN packet count, length, STUN flow duration
NTP NTP packet count, length, NTP flow duration
BOOTP BOOTP packetcount, length, BOOTP flow duration
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Merchant et al. in [70], CNNs were used to detect the attributes at the physical
layer for the identification of radio devices on some IEEE 802.15.4 devices. Data was
collected from seven ZigBee devices. For each device, timeslots of seconds of data were
digitized to train a CNN so that device identity could be derived based upon device-
specific imperfections in these transmissions. The problem was converted into binary
pair-wise classification problem where one device was positive, and all other rest were

negative exemplars. The identification accuracy was around 92%.

In [71], Qiu et al. proposed an anomaly detection mechanism that leverage
network traffic from 9 different IoT devices, which include a weigh scale, blood
pressure meter, emergency button, and motion sensors. These 9 devices run different
protocols such as Bluetooth, the RF869, and the ZigBee. The features extracted from
the network are size of the packets, number of packets, number of event packets, event,
duration. The leveraged machine learning model is DBSCAN [72]. The accuracy,

recall, and F1-score of the model is shown in Table 3.11.

Table 3.11: Results of DBSCAN Modelin [71].

| Measure Accuracy Recall F-score

Value 0.861 0.833 0.90

In [73] Qing et al., proposed a method that leverages CNN to produce a Radio
Frequency Fingerprinting (RFF) fingerprints to distinguish between 54 IoT devices.
These IoT devices run ZigBee, and the ZigBee Radio Frequency Waveforms have been
collected from these devices. The features have been extracted by a CNN, that consisted
of 3 Convolutional layers, followed by a Softmax layer. A Differential Constellation
Trace Figure (DCTF) is utilized to extract the RFF features. The model resulted in an

accuracy of 0.99.

A summary of the literature for authentication using machine learning is shown
in Tables 3.12 to Table 3.15. It presents the data or device type, whether the devices
were identical, the number of devices, the features leveraged to train the model, the
models trained including the best model. It can be shown that the work in the literature
address the identification between devices that are not identical (different device types)

and not identical ones.
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[46]

[48]

[49]

[50]

[51]

[52]

[53]

Table 3.12: Summary of Authentication using Machine Learning — Part 1.

Device/

Data type

10 Internet
applications,
40 traces for

each

49 Android
and i0S
applications

3M Devices
(darknet)

722 hidden
services
from the
Internet

Baby
monitor,
smoke
detector, TV,
refrigerator
etc.

130 identical
802.11
NICs

Amazon
Echo,
Samsung
SmartCam,
Iphone,
MacBook
etc.

Identical

Devices

Not
provided

Not
provided

Not
provided

Yes

No. of
Devices (if
applicable)

Features used

IAT, packet
size, burst
size,

Not
provided

Statistical
features of
incomingand
outgoing
packetsof
applications

Not
provided

IPheaders

3M Devices s

Not

provided Not mentioned

TCP/1P
17 features from
packets

SYNC
correlation,
I/Q offset,
magnitude /
phase errors;
SYNC
correlation,
I/Qoffset

130

Source IP,
destinationIP,
IP protocol,
port number,
destination
21 port number,

TTL, Ethernet
address, IAT,
average packet
size, traffic
rate
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Models
Trained

Naive Bayes

Regression

Random Forest
(Bestmodel)

Random Forest

Random Forest

Gradient Boost

Random Forest

Random Forest

SVM

Random Forest
Decision Tree

SVM

Gradient
Boosting
(Bestmodel)

Acc:0.94
Acc:0.95

Acc:0.96

F1:0.72

Prec: 0.93

Prec: 0.99

Prec: 0.98

Acc:0.98

Acc: 0.9

F1:0.77

F1:0.8

F1:0.84

F1:0.94



Table 3.13: Summary of Authentication using Machine Learning — Part 2.

Ref Device /

Data type

Amazon
Echo,
Amazon
Echo Dot,
and Google
Nest Mini

[54]

Link
Connected
Bulb, Nest

Security
Camera,
Mini, D-
Link Motion
Detector,
Wemo
Switch
Smart Plug

[55]

Drones
(collected
packets was
174,677)

[56]

6 mobile

571 applications

ZigBeeand
Z-WaveloT
devices

[58]

Device type
[59] not
mentioned

Identical
Devices

No

Yes

Not
provided

No. of

Devices (if
applicable)

Not
provided

Not
provided

39

50

Features used

IAT, packet
size

Size of the
first N packets
sent, size of
the first N
packets
received, N—
1 packetinter-
arrivaltimes
between the
first N packets
sent,and the
N -1 packet
inter-arrival
times between
the first N
packets

received.

1AT, packet
size

IAT

IAT

Clockcount,
ADCsingle,
ADCJiff
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Models
Trained

Random Forest

Random Forest
(BestModel)

Decision Tree
SVM

K-NN

Gradient Boost

ANN (Fully
Connected)

Random Forest

Random Forest
(Bestmodel)

Bagged Tree
SVM
K-NN

Best ML-Filter

settings
approach

Bonsai(DT)

Result

Accuracy
0.99

Prec: 0.999

Prec: 0.995
Prec: 0.993

Prec: 0.989

Prec: 0919

Prec: 0.986

Acc:097

Prec: 0911

Prec: 0.90
Prec: 0.767

Prec: 0.839

Prec: 0.93

Acc:0.87



Table 3.14: Summary of Authentication using Machine Learning — Part 3.

. . No. of
Ltis0) Iden-tlcal Devices (if GRS Models Trained
Data type Devices applicable) used
900 websites, CNN .
Gop With400000  Not o Leamtby  (Bestmodel) e DN
traffictest = provided p model
UEEE LSTM Acc: 0.94
10,000 Leamtb
[61] | classesofloT No 10,000 y CNN Acc:0.97
. model
devices
The three
device types SVM Det.Rate:
are: a smart 0.91
device, that is
[62] carp}able .Of No 3 Lean:it l;y GaussianMixture | Det.Rate:
pertorming mode Model (GMM) 0.95
advanced
tasks, devices
that resources CNN De'(t). l;gte.
limited '
41 device Relgicr)r;/:ry
types, 1664 Objective
[63] @ vendors,and No 15.3M T ’ LSTM Prec: 0.94
me to
12,800 Live,type
products - YP
of service
SVM F1:0.77
Smart home Packet Random Forest F1:0.8
[64] . No 9 sizes, time
IoT devices ‘o s Decision Tree F1:0.84
CNN )
(best model) Ll @25
Baby
monitor, SourceIP,
lights, motion Destination
[65]  Sensors, No 10 IP, Port CNN Acc:0.99
security number,
cameras, and
smoke Protocol
detectors etc
(g || MEC@tan | 2 IAT CNN Acc: 0.86
iPhone
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Table 3.15: Summary of Authentication using Machine Learning - Cont'd.

No. of

Devices (if MEEEE

Trained

Features
used

Identical
Devices

Device/ Result

Data type

[67]

[68]

[69]

[70]

[71]

[72]

4,994 TCP
flows

IoT devices
were D-Link
Water
Sensor, D-
Link
Camera, D-
Link Siren,
D-Link Plug,
and Samsung
Home Kit

Smart home
devices

ZigBee

devices

Weigh scale,
blood
pressure
meter,
emergency
button,and
motion
sensors, etc

Devicesrun
ZigBee,and
the ZigBee
Radio
Frequency
Waveforms

Not

provided

No

applicable)

Not provided

Not
mentioned

54

45

IAT

Inter-
Arrival
time,
protocol,
and
direction

Features are
extracted
from
network
traffic
(DNS, TLS,
HTTP)etc.

Leamtby
model

Size of the
packets,
numberof
packets,
numberof
event
packets,
event,
duration

Learnt by
model

CNN

K-NN

CNN

Random
Forest

K-Means

CNN

DBSCAN

CNN

F1:0.96

F1:0.86

F1:086

F1:0.93

F1:0.9

Acc:0.92

F1:0.90

Acc:0.99



Chapter 4. Methodology

In this chapter, the method followed in order to setup the experiment of the
thesis and how the work will be assessed described. This is divided in five sections. In
section 4.1, the use case scenario followed to build the set up and generate the data is
explained. Following that in section 4.2, the data generated from the experiment is
described. In section 4.3, the processing that was performed on the data that will be
used for training the model is explained. In section 4.4, the models that were built,
including the traditional models and the Convolutional Neural Networks and how they
were trained is described. Finally, in section 4.5, the evaluation criteria performed on

the results to check for the accuracy of the results is presented.

4.1. Use Case Scenario

The use case scenario is to simulate a smart home with edge devices deployed
for the different smart home devices. These edge devices are simulated using ESP32
devices that will communicate with each other and with the server via MQTT protocol
[74]. There are 18 of these ESP32 devices. The code is run to simulate a smart home
device that will switch on and off during the day for different purposes. This is
described.

Scenario:

An example of the scenario is a surveillance camera in a smart home
environment. The camera is to switch on when the homeowners are outside the home,
and off when they are in. The sequence of these operations throughout the day is as
follows.

e The smart device will need to be off when the homeowners are present at
home and will need to be on when homeowners are away or in the
nighttime. The status of the device is to be checked every second too.

e [tis assumed thathomeowners will be away from 9 AM onwards.

e [tis assumed thathomeowners will be present from 5 PM onwards.

e From 12 AM to 6 AM is nighttime, and therefore the smart device must be
on.

e A heartbeat (status) message is sent every 1 second to check the liveliness

of the device.
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This is presented in Figure 4.1:

Turn Turn

COMMAND

(‘IIOOI II © © 0 o

Figure 4.1: Use Case Scenario fora Surveillance Camera in a Smart Home

COMMAND

(Status every 1 second)

4.2. Data Description

The data generated were from 18 ESP32 devices, that ran and communicated via the
MQTT protocol. The data consisted of TCP and MQTT packets, for devices
communicating over a period of approximately 28 days. The data was captured via
Wireshark that captured the communicating packets and stores them into a pcap file
[75]. The network, transmission, and MQTT features,and their sizes are shown in Table

4.1, Table 4.2, and Table 4.3.Table 4.1

Table4.1: Network Layer Features.

| Features Data type Size in packet ‘
Packet type String 2 bytes
Link-layer address type Numerical 2 bytes
Link-layer address length Numerical 2 bytes
Protocol Categorical 2 bytes
Header length Numerical 2 bytes
Totallength Numerical 2 bytes
Identification String 2 bytes
Reserved Flag Categorical 1 bit
Don’t Fragment Flag Categorical 1 bit
More Fragment Flag Categorical 1 bit
Fragment Offset Flag Categorical 1 bit
Time to Live Numerical 1 byte
Protocol String 1 byte
Source IP Numerical 4 bytes
Destination IP Numerical 4 bytes
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Table 4.2: Transmission Layer Fea tures.

| Features Data type Size in packet
Src Port Numerical 2 bytes
Dst Port Numerical 2 bytes
Sequence Number Numerical 4 bytes
Ack Categorical 1 bit
Ack Number Numerical 4 bytes
Header length Numerical 20 bytes
Flags: _ )
Reserved Nowce CompetonWindow | Cuguial 20y
Acknowledgment, Push, Reset, Syn, Fin
Window size value Numerical 2 bytes
Bytesin flight Numerical 4 bytes
TCP Payload size Numerical Variable
PDU size Numerical Variable
Table 4.3: MQTT Features.
’ Features Data type Size in packet
Message Type Categorical 1 byte
DUP Flag Categorical 1 bit
QoSlevel Categorical 1 bit
Retain Categorical 1 bit
Msg Length Numerical 1 byte
Topic Length Numerical 2 bytes
Topic String Variable
Message String Variable
Roundtrip Time Numerical 1 byte
Control Message Categorical 3 bits
ProtocolName Categorical 3 bits
ProtocolLevel Categorical 1 bit
ConnectFlags Categorical 1 bit
Keep Alive Categorical 2 bits
Payload Numerical Variable
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For the 18 devices, the summary of the data is shown in Table 4.4.

Table 4.4: Data Summary.

‘ Data Description Value ‘
Number of Devices 18
Number of days of Data Collection 28
Device Type ESP32
Communication Protocol MQTT (Over TCP)
Communication Model Publish / Subscribe
Number of Data Points Per Device ~100,400
Missing Data N/A
Balanced Data Yes
Selected Feature Inter-Arrival Time

4.3. Data Preprocessing

The data generated was from 18 ESP32 devices. Since the devices were
communicating and exchanging messages via MQTT protocol, the generated data
contains network, transmissiondata (TCPand MQTT sessions). In this thesis, we study

and build experiments for three types of experiments:

e Traditional Machine Learning Models (such as Random Forest, Bayesian,
etc.) with Inter-Arrival Time feature
e Convolutional Neural Networks with Inter-Arrival Time feature

e Convolutional Neural Networks with binary input

Traditional Machine Learning Models:

1. First, the Inter-Arrival time has been captured from the data generated. Since the
data has been captured using Wireshark [76], one can get the time between the
packets from the pcaps file themselves. In this way, for every device, we have the
time between every 2 packets in separate files.

2. Next, the data has been sampled, using sampling frequency using a sampling rate

0f 10,000 Hz.
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3. Finally, the statistical information about the Inter-Arrival time data was calculated.
Eight statistical features are calculated which were:
e Mean
e Maximum
e Minimum
e Variance
e Kurtosis
e Skewness
e Median

e Standard Deviation

This data was then normalized and used to train the model. A capture from this

data is shown in Figure 4.2.

Mean Max Min Var Kurtosis Skewness Median
26720 0.319218 ©.059579 0.0 0.02739% 0.005019 0.038871 0.0
35807 0.332858 ©0.229562 0.0 0.145189 0.073203 0.2656051 0.0
8791 0.461584 ©0.063499 0.0 0.033448 0.004458 ©.851962 0.0
56231 0.296990 0.062084 0.0 0.025075 0.003465 0.041045 0.0
36591 ©0.339456 0.046892 0.0 0.028128 0.004527 0.051246 0.0
53724 0.358295 ©.062831 0.0 0.028800 0.002481 0.042078 0.0
19099 0.336861 ©.509333 0.0 0.308891 0.154719 ©.387078 0.0
43167 0.366564 0.059661 0.0 0.028820 0.004422 ©.8049837 0.0
76164 ©0.439057 0.0402909 0.0 0.036679 0.004609 0.061127 0.0
6571 0.405885 0.063335 0.0 0.031908 0.004453 0.851743 0.0
Std Device
26720 0.205140 5
35807 0.381035 7
8791 0.605905 1
56231 0.336995 11
36591 0.325767 7
53724 0.375291 10
190899 0.555777 3
43167 0.355063 8
76164 0.571342 15
6571 0.603135 1

Figure 4.2: Statistical Features of Data.

Convolutional Neural Networks with Inter-Arrival Time feature:

For CNN, the data has been convertedto the LogMel [77] values before training
the CNN model. A detailed explanation of this is present in section 7.2. This is

performed as follows [78]:
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First, the Inter-Arrival time has been captured from the data generated. Since the
data has been captured using Wireshark, one can get the time between the packets
from the pcaps file themselves. In this way, for every device, we have the time
between every 2 packets in separate files.

. Next, the data has been sampled, using sampling frequency using a sampling rate of
10,000 Hz.

. Framing the signal. This involves framing our generated data (IAT) into very small
windows of 50 milliseconds each.

Fast Fourier Transform is applied to each of the frames, to provide the spectral
components and frequency information in each frame.

Periodogram is calculated for each of the resultant frames, to identify which
frequencies are present in the frame.

Compute the Mel Filter Banks.

. Apply the Mel Filter Banks to the Periodograms.

Sum up the above results to get an idea of how much energy exists in various
frequency regions. Take the log of the above result. The result of this is scaled and

used as an input to the CNN model. A capture from this data is shown in Figure 4.3.

1 2 3 4 5 5] 7
[ B.740856 ©.7721ee ©.79173@8 ©8.791736 ©.791736 0.825180 O.330680
1 8.7877786 ©.738780 ©.841879 0.8236198 0.524B8568 ©.85766@ 0.87775@
2 G.3@805508 ©.792438 ©.9235648 ©.836360 0.8163780 0.942828 ©.913648
3 @.7646l8 ©.819916 0.864488 ©.815820 0©0.864640 0.867218 B0.897948
4 B.833578 B.826518 ©.939188 ©£.834198 B8.855778 0.9619%@ ©.988258
56899 ©.822562 ©.830822 6.861572 0.849852 ©.869242 6.895922 0.987712
tEoee ©.718642 ©.721752 8.745352 ©.754512 ©.758452 B.778822 0.882922
56981 ©.880582 ©8.873342 ©.954392 0.929142 ©.9061882 6.992932 0.958842
55982 ©.818452 B©.857502 8.863032 ©.876132 ©.862022 6.903672 6.915582
Lp982 ©.868852 ©.962782 0.894642 ©.881452 ©.8680962 ©.868362 0.836932

g ] 18 ... 251 252 253\
a ©8.853@286 ©.865370 0.876870 @.%a7268 @.87357¢ @.921546
1 G.886280 ©.906178 ©.917368 ©.7212%8 @©.71512&8 @©.756837@
2 8.942138 ©.95111@ ©.963968 @.81217e@ @.8e9%3@ o.2382le
3 B.897728 B.92%e18 ©.919448 @.836788 ©.839638 ©.866766
4 B.974938 ©8.947228 ©.991628 @.739848 @.7275ee ©.76824@
56399 ©.915962 ©.931362 0.950692 @.928182 @.867232 1.082822
56988 ©9.812952 ©.825582 8.836742 @.7a5882 @.728552 9.744732
5G9l ©.902432 ©.995682 1.ee3112 @.057482 ©.821892 @©.302012
Lp982 ©.9208532 ©.944382 0.953582 @.695772 @.6980%@2 @.729@82
56982 ©8.841612 ©.8515682 8.888532 @.671752 @.658292 @.782392

254 255 256 257 258 258 device
a 6.931866 ©.941828 0.9564208 ©.9747786 ©.991236 1.600008 1
1 B.76% 48 ©.777916 0.791580 ©.8643806 ©.82319% 0.8342%@ 1
2 6.8300408 ©.879738 0.879788 ©O.881748 ©.9147286 0.918748 1
3 B.883978 ©.8009268 0.997718 ©.923860 ©.941280 0.952968 1
4 B.787a58 B.787868 ©.814398 ©8.8152786 ©.848148 0.849318 1
56899 ©.967162 1.@63112 ©.969492 1.863112 1.@63112 1.863112 1
LEo9ee ©8.761782 ©.776e42 8.734722 ©.882582 ©.818122 ©.820332 1
LE981 ©.978672 ©.898572 0.927882 0.9824082 ©.924742 1.801552 1
56982 B8.738992 B8.765622 8.763252 ©.787692 ©.798982 6.811642 1
LE982 B8.713712 8.725282 08.740992 ©.7409552 8.772002 6.781262 1

Figure 4.3: Mel Values of Data.
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Convolutional Neural Networks with binary input:

The following processing to the input was performed:

1.

4.4.

From the captured data files (pcaps) of the 18 ESP32 devices, the files were
grouped based on their Source and Destination IP address, resulting in each pcap
file containing the sessions from one unique device only.

One second data from each of the files were captured. This was done by looking at
the time of between the packets. For each approximate of one second, the
associated packets in that frame are separated.

Since each one second is approximately 1000 bytes (someare less, some are more),
and in order to be able to convertit to 28 by 28 input, each one second bytes of
data were converted to 784 bytes. This was done by either trimming the bytes or
padding them with 0 till they reach 784 bytes.

Each of these 784 bytes were converted to binary data.

This was performed and gathered foreach of the 18 devices, and the 28 by 28 bytes

were used as an input to the model.

Model Building

There are three types of experiments in this thesis. The first one leverages

traditional machine learning models. The second and third builds a CNN models with

different inputs. This is summarized in Table 4.5.

Table 4.5: Experiment Types.

Experiment Model Name

Random Forest
Bayesian

Support Vector Machine
Experiment1:
Light Gradient Boosting Machine (Light GBM)

Gradient Boost

XG-Boost

. Convolutional Neural Networks with logmel

Experiment2: ;
mput

Convolutional Neural Networks with binary

Experiment3: input
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4.5. Models Evaluation Criteria
In this section, how the models were evaluated is presented. These are measures
performed to test accurate the model results are.
4.5.1. Confusion matrix. In classification problems, there are four outcomes
that will occur [79]:
e True positive: is when an observation that is predicted belongs to a class
and in fact it does belong to that class (also called Sensitivity).
e True negative: is when an observation that is predicted does not belong
to a class and it actually does not belong to that class.
e False positive: is when an observation that is predicted belongs to a class
when in in fact it does not (also called Specificity).
o False negative: is when an observation that is predicted does not belong

to a class when in reality it does.

These four outcomes are often plotted on a confusion matrix [80]. This is shown
in Figure 4.4. In classification problems, confusion matrix is used to provide a
breakdown with the number of correct and incorrect predictions or each of the classes.

This can indicate how well the model correctly identified points in every class.

ACTUAL VALUES
Negative Positive

)

L

3 Negative True Megative False Positive
< (TN) (FP)

-

o

L

[

2

(] Positive False Negative True Positive
E (TN) (TP)

Figure 4.4: Confusion Matrix.
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4.5.2. Evaluation metrics. There are four main metrics used to evaluate a
classification models, which are: accuracy, precision, recall, and F-score [81]. These
metrics are used to evaluate the goodness of measure for each of our models. They

arc:

e Accuracy: the accuracy is the proportion of correct predictions (both true
positives and true negatives). Accuracy hasarange from 0 — 1, with 0 being
the worst accuracy and 1 being the best accuracy. Accuracy can be

calculated using the following equation [82]:

| ~ TP +TN 0
CUTacY = TP ¥ TN+ FP + FN

e Precision: precisionisthe numberof correctresults divided by the number
of all returned results. Precision has a range from 0 — 1, with 0 being the
worst precision and 1 being the best precision. Precision can be calculated
using the following equation [83]:

p . . —
recision —TP T FP

e Recall: Recall is the true positive rate or sensitivity, which measures the
proportion of positives that are correctly identified. Recall has a range from
0 — 1, with 0 being the worst recall and 1 being the best recall. Recall can
be calculated using the following equation [83]:

Recall = TP-I-—FN

e F-score: F-score is a measure that combines precision and recall is
the harmonic mean of precision and recall. F-score hasa range from 0 — 1,
with 0 being the worst F-score and 1 being the best F-score. F-score can be

calculated using the following equation [84]:

Precision . Recall 4
F — score = — 4)
Precision + Recall
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In our experiments, since it is a multi-class classification problem, the above

metrics were calculated for each of the class (18 devices), and an average of all of

them was then taken.

ROC Curves: An ROC curve (Receiver Operating Characteristic) is
a graph showing the performance of a classification model [85].
This curve plots two parameters: True Positive Rate versus False Positive
Rate. When the Area Under Curve (AUC) [86] of an ROC curve is close to
1, this indicates an excellent model. An example of an ROC curve with
AUC =1 is shown in Figure4.5. Typically, ROC curves are used in binary
classification problems (when there are two classes, and the model is to
predict one of the two). In order to leverage ROC curves for multi-class
classification problem, the comparison is converted to binary. That is, it
will be one class versus all other class. In this way we will be left with a

graph with 18 plots, one for each class of devices.

Figure 4.5 ROC Curve.

K-fold validation: K-fold is model validation technique which tests the
model's ability to predict new data that was not used in estimating it, in
order to flag problems like overfitting [87]. It will split dataset
into k consecutive folds. Each fold is then used a test set once while the k -
1 remaining folds form the training set [88]. Figure 4.6 shows an example

of K-Fold where number of folds =5.
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Figure 4.6: K-Fold with 5 Folds Example.

e Micro and Macro Average ROC (TP and FP): When plotting the ROC
curves, there are two values, the micro and macro average of the True
Positive and False Positive rates. By definition, micro-average of the True
Positive Rate is the sum of the of the True Positives by the total number of
points [89]. It aims to aggregate all True Positives and show a
representation of the correctly identified points with respect to the total
number of points in all classes. Macro-average on the other hand, will
calculate the ratio of the True Positives for each class individually and then
taking the average of all of them [90]. Micro-average will provide equal
importance to each sample, whereas macro-average provides equal

importance to each class.

The overall summary of the methodology is as follows:

1. Datais gathered from 18 ESP32 device

2. Data has been processed and the Interarrival time feature has been extracted

3. Datahas been converted either to Mel Log coeffiecinets or statsictal features

4. Models are built and trained

5. Evalutaion criteria is checked against the results of the models to check for

goodness of results and overfitting of models

Since in this thesis we are running three main experiments, the traditional
machine learning models, the CNN using Mel Spectrogram, and CNN using Binary

input, the preparation of this data was performed prior to the experiment.
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Chapter 5. Experimental Design: Setup and Data Gathering

In this chapter, the experimental setup that was done to generate the data from
the devices is described. In section 5.1, the experimental lab setup and data generation

process is described.

5.1. Experimental Setup

This is experiment is configured in the following manner. The server that runs
the broker mainly communicates with the edge device (client) in four ways: turn on,
turn off, kill, and check the status of the device. That is, the server can turn on, tum off,
kill (disconnect), and check status of the device. It also confirms (acknowledges) the
arrival of its commands to the device. To achieve this, there are 4 topics in the MQTT
Broker defined:

e /status: checks status of the device (heartbeat)

e  /publishdata: send Turn on and Turn off command

e /ack: acknowledge the message is received

This is implemented on the server side by assigning 2 variables and applying
the logic that follows it:

e onTimings: contains Turn ON Times [9 AM & 12 AM]

e offTimings: contains Turn OFF Times [6 PM & 5 PM]

The status of the device is sent to the server every 1 second (heartbeat). This is
performed using a separate topic /status. When a command is published, an
acknowledgement is sent back to confirm arrival of the command. This is performed
using a separate topic /ack. This data has been collected for 18 ESP32 devices over a

period of approximately 28 days.

To generate the data, ESP run a program that involves receiving commands

from the server. These four commands are: Status, Kill, Turn on, and Turn off.

These commands are described in Table 5.1:
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Table 5.1: MQTT Commands.

Command Description

Status Serverasks the ESP (edge device) its current status
Kill Server shuts downthe ESP (edge device)
Turn ON Serverturns on the ESP (edge device)
Turn OFF Serverturns off the ESP (edge device)

Since MQTT leverages a publish-subscribe communication model, the server
will run the broker and the edge devices will publish & subscribe through it. To achieve
this, three topics are created and are: /status, /kill, /publishdata. These topics are

described in Table 5.2.
Table 5.2: MQTT Topics.

‘ Command Description
/status Heartbeat
/kill Topic forserver shuttingdown of ESP (edge device)
/publishdata Topic forserverto publish its Turn ON & Turn OFF commands (edge

device)

The lab setup is shown in Figure 5.1:

Figure 5.1: Lab Setup.

Experimental Setup view is shown in Figure 5.2:

58



Figure 5.2: Experimental Setup.

The feature that will be experimented to uniquely identify & distinguish is the
Inter-Aarrival Time (IAT) between the network packets. Wireshark has been

leveraged to capture the packets for the setup shown above [91].
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Chapter 6. Traditional Machine Learning Models: Experiments and Results

In this chapter, the traditional machine learning models that were fit are
presented. In the first section of this chapter, we discuss the data processing phase,
where data was converted before using it to fit the model. In the following section, we
present in detail each of the models built. For each model we discuss the results and
goodness of measures. The models built were: Random Forest, Bayesian, Support
Vector Machine (SVM), Light Gradient Boosting Machine (LightGBM), Gradient

Boost. and XG-Boost. All models were built using scikit-learn.

6.1. Data Processing

The statistical features of the IAT captured from the 18 devices were used as an
inputto the machine learning models. The total number of points generated from the
data was around 14,000,000. Eight statistical features from the IAT were captured,

which are:
e Mean
e Maximum
e Minimum
e Variance
e Kurtosis
e Skewness
e Median

e Standard Deviation

The above statistical features were calculated for every second. Therefore, every
second is now represented as a row of the 8 values above. This was performed for all
the data for all the devices. This was used as an input to the models. In our experiment,
the data is labelled as we know which data point belongs to which device. Therefore,
every row was considered a second and is labelled with the device number (0 — 17).
The data was then normalized between (0 — 1) to keep the data values in same range. A

snapshot for a few rows of data with their labels is shown in Figure 6.1.
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Mean Max Min Var Kurtosis Skewness Median
26720 0.319218 ©.059579 0.0 0.027396 0.005019 ©.6038071 0.0
35807 0.332858 ©0.229562 0.0 0.145189 0.073203 0.265051 8.0
8791 0.461584 0.063499 0.0 0.033448 0.004458 ©0.051902 0.0
56231 0.296990 ©0.062084 0.0 0.025075 0.003465 ©0.041045 8.0
36591 0.339456 ©0.046892 0.0 0.028128 0.004527 ©.051246 0.0
53724 0.358295 ©0.062831 0.0 0.028800 0.002481 0©.042078 0.0
19699 ©0.336861 ©.509333 0.0 0.308891 0.154719 ©.387078 8.0
43167 0.366564 0.059661 0.9 ©0.028820 0.004422 0.049837 0.0
76164 0.439057 0.0402%90 0.0 ©0.036679 0.004609 0.061127 8.0
6571 0.405885 0.063335 0.0 0.031908 0.004453 ©0.051743 0.0
Std Device
26720 0.205140 5
35807 0.3816035 7
8791 0.605905 1
56231 0.336995 11
36591 0.325767 7
53724 0.375291 18
19099 0.555777 3
43167 0.355063 8
76le4 0.571342 15
6571 0.603135 1

Figure 6.1: Sample Statistical Data for Traditional Machine Learning Models.

The data was then split into training and testing sets, dividing the data into 70%
training and 30% testing. Once the trainingand testing sets were ready, the models were

trained and used to predict the devices. The input is consisting of data of around 7 days.

6.2. Machine Learning Models
In this section, each of the machine learning models and their results are

presented. For each of the algorithms, the following is run:

e Using the statistical input described in section 6.1

e Hypertuning the model with statistical input

e Using the log of Mel Spectrum input (the input to CNN) as described

in Chapter 7
e Hypertuning the model with Mel input

The results of each are presented in terms of the 10 fold accuracies, precision, recall,
and F1-score, along with the respective ROC curves and confusion matrix. A summary

of all the runs is presented towards the end of this section.
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6.2.1. Random forest model. Random Forest is one of the classification
algorithms that leverages decision trees to perform a classification. Random
Forest builds multiple decision trees and merges them together to get a more accurate
and stable prediction. A tree is built for each of the samples from the datasetand receive
a prediction result from every tree. Voting is performed for every selected result and at

last, the most voted prediction is used as a final prediction of the class [92].

Training Training Training
Data Data eee Data
1 2 n
Training ¢ ¢ ¢
Set Decision Decision Decision
Tree Tree Tree
| \ 27 ’
Voting
Test Set (averaging)

v

Prediction

Figure 6.2 Random Forest Classifier [93].

6.2.1.1. Random forest with statistical input. In our experiment, Random
Forest was built using 10 trees. The model was first tested with fewer number of trees,
4-10, and 10 provided the highest accuracy, therefore it was selected. The input to the
model is the statistical values of the data. The accuracy of the model was performed
using goodness of measures metrics and K-Fold. In Table 6.1, the experiment
parameters are shown. The default hyperparameters were used to train the model.
Experiment parameters:

Table 6.1: Random Forest Experiment Parameters.

Input parameters Values

Random Forest number of trees 10

Training: 70%

Training and Testing splits Testing: 30%
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The goodness of measures classification report of the results showingthe recall,
precision, and F1-Score values, the Confusion Matrix, the ROC Curve, and the K-fold
results for the Random Forest Model are presented.

Goodness of Measure Classification Report:

Table 6.2 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classes is shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive

contributions (True Positives) for all classes divided by the total number of points.

Table 6.2: Random Forest Classification Results (Statistical Input).

Device Precision Recall F1-Score
' 0 096 09 096
1 0.91 0.91 0.91
2 0.98 0.99 0.99
3 0.89 0.91 0.9
4 0.95 0.91 0.93
5 1 1 1
6 0.95 0.94 0.95
7 0.94 0.95 0.95
8 1 1 1
9 0.96 0.92 0.94
10 0.95 0.95 0.95
11 0.94 0.96 0.95
12 0.99 0.96 0.97
13 0.94 0.93 0.93
14 0.99 0.99 0.99
15 0.95 0.98 0.97
16 0.99 0.99 0.99
17 0.93 0.97 0.95
Micro Average 0.96 0.96 0.96
Macro Average 0.96 0.96 0.96

Since the values of the metrics shown is 0.96, this is an indication thatthe model
is a good modeland is able to predictthe devices with high accuracy. However, in order

to verify that is model has not been overfitted, K-fold is performed.
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Confusion Matrix:

The confusion matrix in Figure 6.3 shows the correctly and incorrectly

classified devices that the Random Forest classifier predicted.

Figure 6.3: Confusion Matrix for Random Forest (Statistical Input).
ROC Curve:
Figure 6.4 shows the ROC plots for the Random Forest Classifier. It presents

the plot for each device against all. From the curve, one can interpret that for all of the

devices the True Positive rate is much higher than the False Positive rate.

Figure 6.4: ROC Curve for Random Forest Classifier (Statistical Input).
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In Table 6.3, the AUC values for each of the curves are shown. All of the AUC
valuesareabove 0.95 whichis an indication of a good model, as more than 95% percent

of the devices where correctly identified.

Table 6.3: Random Forest Classifier (Statistical Input) AUC Values.

Device Number AUC value

Device 0 0.9749
Device 1 0.9593
Device 2 0.9717
Device 3 0.9960
Device 4 0.9720
Device 5 0.9993
Device 6 0.9701
Device 7 0.9715
Device 8 0.9986
Device 9 0.9949
Device 10 0.9801
Device 11 0.9463
Device 12 0.9638
Device 13 0.9828
Device 14 0.9898
Device 15 0.9559
Device 16 0.9724
Device 17 0.9943
Macro Average 0.9774
Micro Average 0.9774

K-Fold:

In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the mean and standard deviation for the 10 fold runs are
shown in Table 6.4. It can be shown that all folds resulted in an accuracy, precision,
recall, and F1-Score values are 0.95 on average, and are close to the values generated

when running the model, which indicates that the model is not over-fitted.
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Table 6.4: K-Fold Results for Random Forest (Statistical Input) - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.9501 (0.0036) 0.9505(0.0036) 0.9501(0.0036) 0.9501(0.0036)
Hypertuning:

In orderto achieve better results, hypertuning for the RandomForestmodel was

performed. The tuning parameters and the best result are shown in Table 6.5.

Table 6.5: Random Forest (Statistical Input) Hypertuning.

Metric Options BestResult
min 10
n_estimators max 100 25
step 10
max_features ['auto','sqrt'] auto
max_depth 10,110 24
min_samples_split [2,5,10] 2
min_samples_leaf [1,2,4] 2
bootstrap [True, False] False

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.6. The
hypertuning improved the results and increased the F1-score from 0.95 to 0.96.

Table 6.6: K-Fold for (Statistical Input) Random Forest - Mean (Standard Deviation) After
Hypertuning,

Accuracy Precision F1-score

Mean 0.9621 (0.0044) 0.9637 (0.0045) 0.9641 (0.0040) 0.9673 (0.0038)

6.2.1.2. Random forest with mel input. The Random Forest model was then
used to train a Random Forest Classifier, however, using the same input as the Mel

input (same as CNN input).
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Goodness of Measure Classification Report:

Table 6.7 presents the precision, recall, and F1-score values for each of the
devices of the model run. It can be seen that the average results for these metrices are

around 0.91.

Table 6.7: Random Forest (Mel Input) Classification Results.

Device Precision Recall F1-Score
0 1 1 1
1 0.93 0.92 0.93
2 0.9 0.91 0.9
3 0.97 0.96 0.96
4 0.87 0.88 0.88
5 0.87 0.89 0.88
6 0.9 0.89 0.9
7 0.92 0.9 0.91
8 0.95 0.96 0.95
9 0.9 0.88 0.89
10 0.89 0.88 0.89
11 0.83 0.83 0.83
12 0.96 0.97 0.96
13 1 1 1
14 0.9 0.87 0.88
15 0.81 0.82 0.82
16 0.91 0.93 0.92
17 0.89 0.92 0.91
Micro Average 091 091 091
Macro Average 091 091 091

Confusion Matrix:

The confusion matrix in Figure 6.5 shows the correctly and incorrectly
classified devices that the Random Forest classifier predicted. From the results, it can
be shown that there are huge number of devices that are incorrectly identified,
indicating that Random Forest model does not work well when the input provided is

the Mel input (same as CNN input).
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Figure 6.5: Confusion Matrix (Mel Input) for Random Forest.

ROC Curve:
Figure 6.6 shows the ROC plots for the Random Forest Classifier. It presents

the plot for each device against all.

Figure 6.6: ROC Curvefor Random Forest (Mel Input) Classifier.
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K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the mean and standard deviation for the 10 fold runs are

shown in Table 6.8.

Table 6.8: K-Fold for Random Forest (Mel Input) - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.9042 (0.0050) 0.9047 (0.0048) 0.9043 (0.0050) 0.9044 (0.0049)
Hypertuning:

In orderto achieve betterresults, hypertuning for the RandomForest model was

performed. The tuning parameters and the best result are shown in Table 6.11.

Table 6.9: Random Forest (Mel Input) Hypertuning.

Metric Options BestResult
min 10
n_estimators max 100 20
step 10
max_features [auto','sqrt"] auto
[10,110]
max_depth step=10 40
min_samples_split [2,5,10] 2
min_samples leaf [1,2,4] 2
bootstrap [True, False] False

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.10. The

hypertuning improved the results and increased the F1-score from 0.90 to 0.93.

Table 6.10: K-Fold for Random Forest (MelInput) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
Mean 0.9232 (0.0050) 0.9235 (0.0050) 0.9363 (0.0051) 0.9356(0.0051)

Conclusion: From the results, it can be interpreted that using the statistical
input, the tuned model had a better result (F1-score 0.95) in comparison with the tuned

model with Mel input (F1-score 0.93).
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6.2.2. Bayesian model. Bayesian classifiers build the model based on statistical
models that are built upon the Bayes Theorem. Bayes Theorem states that probability
of an eventoccurringbasedon historical or prior knowledge. Forexample,if itis known
that the risk of worsening health conditions increases with the age of the person, then
the model will assess the risk of the persons health with regards to their age. In machine
learning, the Bayesian model will perform the Maximum Likelihood Estimation
iteratively to update the model parameters to increase the probability of seeing input
data when already seen model the parameters [94]. For the Bayesian model,
hypertuning was not performed as both models with both inputs resulted in very weak
results and no work on them will be taken forward.

6.2.2.1. Bayesian model with statistical input. In this section, the model with
statistical input and the results are shown. In Table 6.11, the experiment
parameters are shown. The default hyperparameters were used to train the model.

Experiment parameters

Table 6.11: Bayesian Classifier (Statistical Input) Experiment Parameters.

Input parameters Values

Method Gaussian

Training: 70%
Testing: 30%

Training and Testing splits

The goodness of measures classification report of the results showing the recall,

precision, and F1-Score values, the Confusion Matrix, the ROC Curve, and the K-fold
results for the Bayesian Model are presented.

Goodness of Measure Classification Report:

Table 6.12 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classesis shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive

contributions (True Positives) for all classes divided by the total number of points.

Table 6.12: Bayesian Classifier (Statistical Input) Classification Results.

‘ Device Precision Recall F1-Score
0 041 0.61 0.49
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Since the values of the metrics shown is very low (the micro average is around
0.22), this is an indication that the model is a poor model and is unable to predict the

devices with high accuracy. However, as an extra check, K-fold is performed.

Confusion Matrix:

The confusion matrix in Figure 6.7 shows the correctly and incorrectly
classified devices that the Bayesian classifier predicted. From the results, it can be
shown that there are huge number of devices that are incorrectly identified, indicating

that Random Forest model does not work well when the input provided is the Mel input

(same as CNN input).
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Figure 6.7: Confusion Matrix for Bayesian (Statistical Input).
ROC Curve:
Figure 6.8 shows the ROC plots for the Bayesian Classifier. It presents the plot
for each device against all. From the curve, one can interpret that for Devices 1, 14, and
16 had the best AUC values (True Positive ratio to False Positive) among the other

devices, where for other devices the model performed badly.

Figure 6.8: ROC Curve for Bayesian Classifier (Statistical Input).
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In Table 6.13,the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.8) were corresponding for devices 1, 14, and 16.
Other devices AUC values range between 0.4, 0.5, and 0.7 values, indicating that for

some devices, more than half of the points for these devices were falsely classified.

Table 6.13: Bayesian Classifier (Statistical Input) AUC Values.

| Device Number AUC value |

Device 0 0.7787
Device 1 0.8262
Device 2 0.4988
Device 3 0.4998
Device 4 0.4971
Device S 0.5000
Device 6 0.5451
Device 7 0.4768
Device 8 0.5167
Device 9 0.7202
Device 10 0.4984
Device 11 0.4925
Device 12 0.4993
Device 13 0.5926
Device 14 0.8059
Device 15 0.5624
Device 16 0.7513
Device 17 0.4997
Macro Average 0.5867
Micro Average 0.5864

K-Fold:

In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10-fold runs are shown in Table 6.14. It can be shown
that all folds resulted in an accuracy, precision, recall, and F1-Score values are all very
low, 0.2 on average. This means that after K-fold the values match the model results,
and there was no over-fitting. The conclusion is that Bayesian did not perform well at

predicting the devices.
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Table 6.14: K-Fold for Bayesian (Statistical Input) - Mean (Standard Deviation).

| Metric Accuracy Precision Recall F1-score
Mean 0.2196 0.1727 0.2194 0.1683
(0.0024) (0.0035) (0.0023) (0.0016)

6.2.2.2. Bayesian model with mel input. The model was also trained using the
Mel input (CNN model). The goodness of measures classification report of the results
showing the recall, precision, and F1-Score values, the Confusion Matrix, the ROC
Curve, and the K-fold results for the Bayesian Model are presented.

Goodness of Measure Classification Report:

Table 6.15 presents the precision, recall, and F1-score values for each of the

devices.

Table 6.15: Bayesian Classifier (Mel Input) Classification Results.

| Device Precision Recall F1-Score ‘

0 0.49 0.54 0.51
1 0.39 0.7 0.5
2 0.07 0.02 0.03
3 0.05 0 0.01
4 0 0 0
5 0 0 0
6 0.27 0.11 0.16
7 0 0 0
8 0.11 0.07 0.09
9 0.22 0.6 0.32
10 0.07 0.11 0.09
11 0.04 0.02 0.03
12 0 0 0
13 0.24 0.23 0.23
14 0.17 0.91 0.28
15 0.12 0.21 0.15
16 0.98 0.35 0.51
17 0 0 0

Micro Average 0.21 0.21 0.21

Macro Average 0.18 0.21 0.16

Since the values of the metrics shown is very low, this is an indication that the
modelisa poormodeland is unable to predictthe devices with high accuracy. However,

as an extra check, K-fold is performed (shown).
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Confusion Matrix:

The confusion matrix in Figure 6.9 shows the correctly and incorrectly
classified devices that the Bayesian classifier predicted. From the results, it can be
shown that there are huge number of devices that are incorrectly identified, indicating
that Bayesian model does not work well when the input provided is the Statistical input

data.

Figure 6.9: Confusion Matrix (Mel Input) for Bayesian Classifier.

ROC Curve:
Figure 6.10 shows the ROC plots forthe Bayesian Classifier. It presents the plot

for each device against all showing a high False Positive rate.
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Figure 6.10: ROC Curve for Bayesian Classifier (Mel Input).

K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is

implemented. The results of the 10-fold are shown in Table 6.16.

Table 6.16 K-Fold for Bayesian (MelInput) - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.1794 0.2169 0.1667 0.2169
(0.0023) (0.0023) (0.0023) (0.0024)

Conclusion: From the results, it can be interpreted that using the Mel input, the
tuned model had a better result (F1-score 0.21) in comparison with the model with the
statistical input (F1-score 0.16).

6.2.3. Support vector machine model. Support Vector Machines (SVM) are
one of the supervised learning models used for classification and regression problems.
SVM models takes the input data points and will output the respective hyperplane that
will separate the classes. Often this hyperplane is called the decision boundary and acts
as a line that separates on either side of the plane. Figure 6.11[95] shows an SVM
example. SVM algorithms use mathematical functions, that are known as kernels.
These functions are used to take in input points and transform it into a required form.
In this thesis, we perform SVM using two kernels: Linear and Radial Basis Function
(RBF). Linear kernels are leveraged when the data is linearly separable and can be

separated using a line. RBF kernels are leveraged for non-linear separations [95].
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Figure 6.11: SVM Example [95].

6.2.3.1. Supportvector machine - linear with statistical input. In this section,
the model trained with statistical input, and the goodness of measures classification
report of the results showing the recall, precision, and F1-Score values, the Confusion
Matrix, the ROC Curve, and the K-fold results for the Support Vector Machine (linear)
model are presented. The experimental parameters are shown in Table 6.17.

Experiment parameters:

Table 6.17: SVM Linear Classifier Experiment Parameters (Statistical Input)

Input parameters Values

kernel Linear

Training: 70%

Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.18 presents the precision, recall, and F1-score values for each of the
devices. The results show a micro average score of 0.56 for all of the metrices

(precision, recall, and F1-score).
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Table 6.18: SVM Linear Classifier Classification Results (Statistical Input).

Device Precision Recall F1-Score
0 0.52 0.88 0.65
1 0.43 0.57 0.49
2 0.73 0.53 0.61
3 0.56 0.56 0.56
4 0.69 0.74 0.71
5 0.7 0.81 0.75
6 0.84 0.72 0.77
7 0.55 0.36 0.44
8 0.37 0.31 0.34
9 0.9 0.89 0.9
10 0.57 0.24 0.33
11 0.57 0.5 0.53
12 0.57 0.68 0.62
13 0.35 0.18 0.24
14 0.42 0.85 0.56
15 0.31 0.28 0.29
16 0.67 0.27 0.39
17 0.53 0.73 0.62
Micro Average 0.56 0.56 0.56
Macro Average 0.57 0.56 0.54

From the results, one can interpret that the model is poor at performing the
classification. This is expected since the data cannot be linearly separated.
Confusion Matrix:

The confusion matrix in Figure 6.12 shows the correctly and incorrectly
classified devices that the SVM classifier predicted. From the results, it can be shown
that there are huge number of devices that are incorrectly identified, indicating that
SVM Linear model does not work well when the input provided is the Statistical input

data.
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Figure 6.12: Confusion Matrix for SVM — Linear (Statistical Input).
ROC Curve:

Figure 6.13 shows the ROC plots for the SVM Linear Classifier. It presents the
plot for each device against all. From the curve, one can interpret that for some devices
(9,10,12,13,15,5,17) the model performed badly. The result of devices the model
has performed better (higher AUC values). A clearer interpretation of this curve is

shown in that shows the AUC values.

Figure 6.13: ROC Curve for SVM Linear Classifier (Statistical Input).
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In Table 6.19,the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.9) were corresponding for devices 3. Other
devices AUC valuesrange between 0.5 and 0.7 values, indicating that for some devices,

more than half of the points for these devices were falsely classified.

Table 6.19: SVM Linear Classifier AUC Values (Statistical Input).

Device Number AUC value

Device 0 0.8927
Device 1 0.8050
Device 2 0.7476
Device 3 0.9223
Device 4 0.8225
Device 5 0.8935
Device 6 0.8503
Device 7 0.6441
Device 8 0.6112
Device 9 0.9356
Device 10 0.5668
Device 11 0.5080
Device 12 0.7249
Device 13 0.5814
Device 14 0.8829
Device 15 0.5966
Device 16 0.6381
Device 17 0.5677
Macro Average 0.7328
Micro Average 0.7318

K-Fold:

In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10 fold runs are shown in Table 6.20. It can be shown
that all folds resulted in an accuracy, precision, recall, and F1-Score values are around
0.5 on average. This means that after K-fold the values match the model results, and
there was no over-fitting. The conclusion is that SVM Linear model did not perform

well at predicting the devices.
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Table 6.20: K-Fold for SVM Linear Classifier (Statistical Input) - Mean (Standard Deviation).

Accuracy Precision F1-score
Mean 0.4835 0.5035 0.4827 0.4546
(0.0052) (0.0075) (0.0051) (0.0035)
Hypertuning:

In order to achieve better results, hypertuning for the SVM Linear model was
performed. This ensures that the model is trained with the most optimum parameters.

The tuning parameters and the best result are shown in Table 6.21

Table 6.21: SVM Linear Classifier (Statistical Input) Hypertuning.

Metric Options Best Result
param_grid [0.1,1,10,100] 1
gamma [1,0.1,0.01,0.001] 0.01

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.22. The

hypertuning improved the results and increased the F1-score from 0.45 to 0.53.

Table 6.22: K-Fold for SVM Linear (Statistical Input) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
M 0.5453 0.5643 0.5543 0.5343
ean (0.0042) (0.0043) (0.0043) (0.0040)

6.2.3.2. Supportvector machine - linear with mel input. In this section, the
model, and the goodness of measures classification report of the results using the Mel
input is presented.

Goodness of Measure Classification Report:

Table 6.23 presents the precision, recall, and F1-score values for each of the

devices. The micro average scoreis around 0.56.
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Table 6.23: SVM Linear Classifier (Mel Input) Classification Results.

Device Precision Recall F1-Score
| 0 0.52 0.88 065
1 0.43 0.57 0.49
2 0.73 0.53 0.61
3 0.56 0.56 0.56
4 0.69 0.74 0.71
5 0.7 0.81 0.75
6 0.84 0.72 0.77
7 0.55 0.36 0.44
8 0.37 0.31 0.34
9 0.9 0.89 0.9
10 0.57 0.24 0.33
11 0.57 0.5 0.53
12 0.57 0.68 0.62
13 0.35 0.18 0.24
14 0.42 0.85 0.56
15 031 0.28 0.29
16 0.67 0.27 0.39
17 0.53 0.73 0.62
Micro Average 0.56 0.56 0.56
Macro Average 0.57 0.56 0.54

Since the values of the metrics shown is very low, this is an indication that the
modelisa poormodeland is unable to predict the devices with high accuracy. However,

as an extra check, K-fold is performed (shown).

Confusion Matrix:

The confusion matrix in Figure 6.14 shows the correctly and incorrectly
classified devices that the Bayesian classifier predicted. From the results, it can be
shown that there are huge number of devices that are incorrectly identified, indicating
that SVM Linear model does not work well when the input provided is the Mel input
(same as CNN input).
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Figure 6.14: Confusion Matrix (Mel Input) for SVM Linear.

ROC Curve:
Figure 6.15 shows the ROC plots forthe Bayesian Classifier. It presents the plot

for each device against all.

Figure 6.15: ROC Curve for SVM Linear Classifier (Mel Input).
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K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10-fold are shown in Table Table 6.24.

Table 6.24: K-Fold for SVM Linear Classifier (Mel Input)- Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.1794 (0.0023) | 0.2169(0.0023) = 0.1667(0.0023) = 0.2169 (0.0024)
Hypertuning:

In orderto achieve better results, hypertuning for the model was performed. The

tuning parameters and the best result are shown in Table 6.25.

Table 6.25: SVM Linear Classifier (Mel Input) Hypertuning.

| Metric Options Best Result
param_grid [0.1,1,10,100] 1
gamma [1,0.1,0.01,0.001] 1

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.26. The

hypertuning improved the results and increased the F1-score from 0.21 to 0.32.

Table 6.26 K-Fold for SVM Linear (Mel Input) - Mean (Standard Deviation) After Hypertuning.
Metric Accuracy Precision Recall F1-score

Mean 0.2744(0.0003) = 0.3232(0.0003) = 0.2333(0.0003)  0.3232(0.0004)

6.2.3.3. Support vector machine - RBF with statistical input. In this section,
the non-linear model with statistical input, the goodness of measures classification
report of the results is shown. In Table 6.27, the experiment parameters are shown. The
default hyperparameters were used to train the model.

Experiment parameters:



Table 6.27: SVM Non-Linear Classifier Experiment Parameters (Statistical Input).

Input parameters Values

kernel RBF
o . . Training: 70%
Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.28 presents the precision, recall, and F1-score values for each of the
devices.

Table 6.28: SVM Non-Linear Classifier Classification Results (Statistical Input).

Device Precision Recall F1-Score
0 0.66 091 0.77
1 0.8 0.87 0.83
2 0.84 0.68 0.75
3 0.8 0.87 0.84
4 0.88 0.88 0.88
5 0.73 0.95 0.83
6 0.85 0.82 0.83
7 0.98 0.95 0.97
8 0.81 0.84 0.82
9 0.96 0.95 0.95
10 0.76 0.5 0.6
11 0.86 0.86 0.86
12 0.88 0.89 0.89
13 0.92 0.75 0.82
14 0.9 0.94 0.92
15 0.67 0.78 0.72
16 1 0.72 0.83
17 0.87 0.87 0.87
Micro Average 0.83 0.83 0.83
Macro Average 0.84 0.84 0.83

From the results, one can interpret that the model has performed better than the
linear model. The precision, recall, and Fl-score values are almost double in
comparison to the SVM model with a linear kernel. However, these metrics values are
around 0.8 which concludes that this model will not work very well when performing

the classification.

85



Confusion Matrix:
The confusion matrix in Figure 6.16 shows the correctly and incorrectly
classified devices that the SVM classifier predicted. It can be shown that there are more

than 3,000 points that were falsely identified.

Figure 6.16: Confusion Matrix for SVM - Non-Linear (Statistical Input).
ROC Curve:

Figure 6.17 showsthe ROC plots forthe SVM Non-Linear Classifier. It presents
the plot for each device against all. From the curve, one can interpret that for some
devices (5,9, 10, 12, 13, 15, 17) the model performed badly. The result of devices the
model has performed better (higher AUC values). A clearer interpretation of this curve
is shown in that shows the AUC values. In conclusion, it can be shown that there are
huge number of devices that are incorrectly identified, indicating that SVM non-linear

model does not work well when the input provided is the Statistical input.
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Figure 6.17: ROC Curve for SVM Non-Linear Classifier (Statistical Input).
In Table 6.29, the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.9) were corresponding for most of the devices.
The average value is around 0.91 indicating that this model can identify between the

devices but with some falsely detection for some.

Table 6.29: SVM Non-Linear Classifier AUC Values (Statistical Input).

Device 0 0.9429
Device 1 0.9264
Device 2 0.8383
Device 3 0.9302
Device 4 0.9358
Device 5 0.9640
Device 6 0.9036
Device 7 0.9764
Device 8 0.9124
Device 9 0.9741
Device 10 0.7451
Device 11 0.9261
Device 12 0.9437
Device 13 0.8722
Device 14 0.9695
Device 15 0.8801
Device 16 0.8582
Device 17 0.9308
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K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is

implemented. The results of the 10 fold runs are shown in Table 6.30.

Table 6.30: K-Fold for SVM Non-Linear Classifier (Statistical Input) - Mean (Standard Deviation)

Metric Accuracy Precision Recall F1-score
M 0.8233 0.8346 0.8232 0.8221
can (0.0032) (0.0036) (0.0032) (0.0031)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.31.

Table 6.31: SVM Non-Linear Classifier (Statistical Input) Hypertuning.

| Metric Options Best Result
param_grid [0.1,1,10,100] 0.1
gamma [1,0.1,0.01,0.001] 0.1

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.32. The

hypertuning improved the results and increased the F1-score from 0.82 to 0.84.

Table 6.32: K-Fold for SVM Non-Linear (Statistical Input) - Mean (Standard Deviation) After

Hypertuning.
Metric Accuracy Precision Recall F1-score
Mean 0.8423 0.8544 0.8542 0.8421
(0.0022) (0.0026) (0.0022) (0.0021)

6.2.3.4. Support vector machine — RBF with mel input. In this section, the
model using the Mel input, the goodness of measures classification report of the results
is presented. The experimental parameters are shown in Table 6.33.

Experiment parameters:
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Table 6.33: SVM Non-Linear Classifier Experiment Parameters (with Mel Input).

Input parameters Values

kernel RBF
Training: 70%

Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.34 presents the precision, recall, and F1-score values for each of the

devices.

Table 6.34: SVM Non-Linear Classifier Classification Results (Mel Input).

| Device Precision Recall F1-Score ‘
0 0.44 0.54 0.49
1 0.44 0.67 0.53
2 0.74 0.71 0.72
3 0.48 0.26 0.34
4 0.95 0.62 0.75
5 0.52 0.72 0.6
6 0.69 0.56 0.62
7 0.76 0.21 0.33
8 0.27 0.15 0.19
9 1 0.58 0.74
10 0.34 0.12 0.18
11 0.39 0.28 0.32
12 0.12 0.09 0.1
13 0.52 0.15 0.24
14 0.14 0.85 0.24
15 0.35 0.22 0.27
16 0.99 0.41 0.58
17 0.31 0.14 0.2
Micro Average 0.4 0.4 0.4
Macro Average 0.53 0.41 0.41

Confusion Matrix:
The confusion matrix in Figure 6.18 shows the correctly and incorrectly

classified devices that the SVM classifier predicted.
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Figure 6.18: Confusion Matrix for SVM Non-Linear (Mel Input).

ROC Curve:
Figure 6.19 showsthe ROC plots forthe SVM Non-Linear Classifier. It presents
the plot for each device against all. From the curve, one can interpret that the model

performed badly.

Figure 6.19: ROC Curve for SVM Non-Linear Classifier (Mel Input).

K-Fold:
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In order to validate that the model has not been over-fitted, K-Fold is
implemented using 10 folds run. The results of the 10 fold runs are shown in Table

6.35.

Table 6.35: K-Fold for SVM Non-Linear Classifier (Mel Input) - Mean (Standard Deviation)

Metric Accuracy Precision Recall F1-score
M 0.4124 0.4244 0.4232 0.4276
ean (0.0012) (0.0013) (0.0012) (0.0011)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. This
ensures that the model has been trained using the most optimum paramters. The tuning
parameters and the best result are shown in Table 6.36.

Table 6.36: SVM Non-Linear Classifier (Mel Input) Hypertuning.

Metric Options Best Result
param_grid [0.1,1,10,100] 0.1
gamma [1,0.1,0.01,0.001] 0.01

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.36. The

hypertuning improved the results and increased the F1-score from 0.42 to 0.43.

Table 6.37: K-Fold for SVM Non-Linear (Mel Input) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
Mean 0.4354 0.4356 0.4343 0.4367
(0.0024) (0.0023) (0.0024) (0.0029)

Conclusion: From the results, it can be interpreted that using the statistical
input, the tuned model had a better result (F1-score 0.84) in comparison with the tuned
model with Mel input (F1-score 0.43).



6.2.4. LightGBM model. LightGBM Model stands for Light Gradient
Boosting Machine [96]. It is a Gradient Boosting framework developed by Microsoft
and made opensource to the public. This model is based on decision trees and leverages
two techniques:

1. Gradient-based One Side Samplingand Exclusive Feature Bundling
(EFB). Gradient-based One Side Samplingis a technique that down
samples the instances on the basis of the gradient [97]. Since instances
with large gradient are under trained, and the ones with small gradient
are well trained, LightGBM will retain the instances that have large
gradient and will perform random sampling to instances that contain
small gradients. This will in turn reduce the amount of data thata decision
tree has to leverage for learning.

2. Thesecondtechnique, EFB, isa method to reduce the number of features,
by bundling very similar features into a single one [98]. This makes the
model light weight and run faster in comparison with the XG-Boost or

Gradient Boosts models.

6.2.4.1. LightGBM model with statistical input. In this section, the model with
statistical input (standard deviation, sum, variance, maximum, minimum, mean,
median, skewness, and kurtosis), the goodness of measures classification report of the

results showing the recall, precision, and F1-Score values, the Confusion Matrix, the
ROC Curve, and the K-fold results for the LightGBM Model are presented.

Goodness of Measure Classification Report:

Table 6.38 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classes is shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive
contributions (True Positives) for all classes divided by the total number of points. The
results indicate a micro average score of 0.93 for all the metrices (precision, recall, F1-
Score). This indicates that the model is reasonably good, however, more tuning may be

required to achieve a more reliable model.
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Table 6.38: LightGBM Classifier (Statistical Input) Classification Results.

Device Precision Recall F1-Score
0 1 1 1
1 0.93 0.93 0.93
2 0.85 0.84 0.84
3 0.89 0.92 0.9
4 0.93 0.99 0.96
5 0.87 0.98 0.92
6 091 0.87 0.89
7 1 1 1
8 0.93 0.93 0.93
9 1 0.99 0.99
10 0.96 0.98 0.97
11 0.9 0.93 091
12 0.97 0.92 0.94
13 0.94 0.84 0.89
14 0.99 1 1
15 0.83 0.82 0.82
16 0.92 0.85 0.88
17 0.93 0.95 0.94
Micro Average 0.93 0.93 0.93
Macro Average 0.93 0.93 0.93

Fromthe above table, one caninterpretthatthe model performed well for almost
all devices. Devices 0,7, and 14 show the best results (F1-Score of around 1), followed
by devices 9 and 10, with (F1-scores above 0.97). Following are devices 4, 8, 12, and
17 (F1-Scores between 0.93 and 0.96). The rest of devices had the models (with F1-
Score 0.82 and above) which is an indication of not very accurate classification. This

concludes that the model could perform well for some devices and not for others.
Confusion Matrix:

The confusion matrix in Figure 6.20 shows the correctly and incorrectly
classified devices thatthe LightGBM classifier predicted. It can be shown that the there

are several falsely identified devices.
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Figure 6.20: Confusion Matrix for Light GBM (Statistical Input).

ROC Curve:

Figure 6.21 shows the ROC plots for the LightGBM Classifier. It presents the
plot for each device against all. From the curve, one can interpret that for devices 0, 7,
14,9, and 10 the ratio of True Positive rate to False Positive Rate was the highest. A

clearer interpretation of the graph is shown in Table 6.39 that shows the AUC values.

Figure 6.21: ROC Curve for LightGBM (Statistical Input).
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In Table 6.39,the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.99) were corresponding for devices 0,7,14, 9,
and 10, indicating that almost all of the devices in the sample set were correctly
identified to their respective class. Devices 1, 3, 8, 11, 12 and 17 show values between
(0.96 and 0.97) indicating that more than 95% devices in the sample set were correctly

identified. The rest of the devices show values between (0.91 and 0.95).

Table 6.39: Light GBM Classifier (Statistical Input) AUC Values.

Device Number AUC value

Device 0 0.9987
Device1 0.9634
Device 2 0.9150
Device 3 0.9559
Device 4 0.9914
Device 5 0.9854
Device 6 0.9343
Device 7 1.0000
Device 8 0.9632
Device 9 0.9965
Device 10 0.9898
Device 11 0.9597
Device 12 0.9582
Device 13 0.9196
Device 14 0.9992
Device 15 0.9036
Device 16 0.9205
Device 17 0.9708
Macro Average 0.9625
Micro Average 0.9625

K-Fold:

In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10 fold runs are shown in Table 6.40 . It can be shown
that all folds resulted in an accuracy, precision, recall, and F1-Score values are between
0.92 on average. This means that after K-fold the values match the model results, and

therefore the model has not been overfitted.
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Table 6.40: K-Fold for Light GBM Classifier (Statistical Input) - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.9241 0.9248 0.9241 0.9238
(0.0025) (0.0026) (0.0025) (0.0026)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.41.

Table 6.41: LightGBM Classifier (Statistical Input) Hypertuning,

| Metric Options BestResult
num_leaves [1,100] 47
feature fraction [0,1] 0.8
max_depth [1,100] 36
num_iterations [1,100] 20
max_bin [2,100] 34
learning_rate [0,1] 0.004245

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.42. The

hypertuning improved the results and increased the F1-score from 0.92 to 0.94.

Table 6.42: K-Fold for LightGBM (Statistical Input) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
M 0.9439 0.9441 0.9440 0.9439
can (0.0023) (0.0023) (0.0023) (0.0023)

6.2.4.2. LightGBM model with mel input. In this section, the model with mel
input, the goodness of measures classification report of the results showing the recall,
precision, and F1-Score values, the Confusion Matrix, the ROC Curve, and the K-fold
results for the LightGBM Model are presented.
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Goodness of Measure Classification Report:

Table 6.43 presents the precision, recall, and F1-score values for each of the

devices.

Table 6.43: LightGBM Classifier (Mel Input) Classification Results.

Device Precision Recall F1-Score
0 1 0.99 1
1 0.89 0.86 0.88
2 0.77 0.75 0.76
3 0.84 0.88 0.85
4 0.85 1 0.92
5 0.74 0.94 0.83
6 0.9 0.81 0.85
7 1 1 1
8 0.91 0.85 0.88
9 0.99 0.97 0.98
10 0.93 0.97 0.95
11 0.87 0.9 0.89
12 0.95 0.86 0.9
13 0.92 0.79 0.85
14 0.97 0.99 0.98
15 0.74 0.74 0.74
16 0.96 0.76 0.85
17 0.85 0.93 0.89
Micro Average 0.89 0.89 0.89
Macro Average 0.89 0.89 0.89

Confusion Matrix:

The confusion matrix in Figure 6.22 shows the correctly and incorrectly
classified devices thatthe LightGBM classifier predicted. It can be shown that the there
are several falsely identified devices. From the results, it can be shown that there are
huge number of devicesthatare incorrectly identified, indicating that LightGBM model

does not work well when the input provided is the Standard input data.
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Figure 6.22: Confusion Matrix for Light GBM (MelInput).
ROC Curve:
Figure 6.23 shows the ROC plots for the LightGBM Classifier. It presents the

plot for each device against all. From the curve, one can interpret that the model results

still have a relatively high False Positive Rate.

Figure 6.23: ROC Curve for LightGBM (MelInput).
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K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is

implemented. The results of the 10 fold runs are shown in Table 6.44.

Table 6.44: K-Fold for Light GBM Classifier (Mel Input) - Mean (Standard Deviation).

| Metric Accuracy Precision Recall F1-score

M 0.8877 0.8924 0. 8879 0.8876

ean (0.0038) (0.0031) (0.0038) (0.0037)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.45.

Table 6.45: LightGBM Classifier (Mel Input) Hypertuning,

Metric Options BestResult
num_leaves [1,100] 32
feature_fraction [0,1] 0.65
max_depth [1,100] 32
num_iterations [1,100] 29
max_bin [2,100] 65

learning_rate [0,1] 0.0065349

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.46. The

hypertuning improved the results and increased the F1-score from 0.88 to 0.89.

Table 6.46: K-Fold for Light GBM (Mel Input) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
M 0.8912 0.8949 0.8914 0.8910
ean (0.0041) (0.0036) (0.0041) (0.0041)
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Conclusion: From the results, it can be interpreted that using the statistical
input, the tuned model had a better result (F1-score 0.94) in comparison with the tuned
model with Mel input (F1-score 0.89).

6.2.5. Gradient boost model. Gradient Boost is a machine learning model
used in classification and regression problems. The algorithm is based on three steps.
Optimization of a loss function, construction of decision trees in a greedy manner
(choosing the best split points based on purity values such as the Gini score or to
minimizing the loss), and finally the Trees are added one at a time [99]. A gradient
descentprocedure (such as changing weights) is used to minimize the loss when adding
the trees. An example for the Gradient Boost algorithm is shown in Figure 6.24. It can
be shown how the decision trees are constructed in every iteration given the X and Y

values.

Figure 6.24: Gradient Boost Algorithm Example [100].
6.2.5.1. Gradient boost with statistical input. This section presents the model
built using the statistical input for the Gradient Boost classifier. The experiment
parameters are shown in Table 6.47. The default hyperparameters were used to train
the model. Also, the goodness of measures classification report of the results showing
the recall, precision, and F1-Score values, the Confusion Matrix, the ROC Curve, and
the K-fold results for the Gradient Boost Model are presented.

Experiment parameters:
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Table 6.47: Gradient Boost (Statistical Input) Classifier Experiment Parameters.

Input parameters Values

max_depth 5
learning_rate 0.1
n_estimators 10

Training: 70%

Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.48 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classes is shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive

contributions (True Positives) for all classes divided by the total number of points.

Table 6.48: Gradient Boost Classifier (Statistical Input) Classification Results.

Device Precision Recall F1-Score
0 1 1 1
1 0.96 0.96 0.96
2 0.9 0.78 0.84
3 0.69 0.93 0.79
4 0.87 0.9 0.89
5 0.98 0.85 0.91
6 0.96 0.96 0.96
7 0.88 0.8 0.84
8 0.94 0.98 0.96
9 1 1 1
10 0.8 0.73 0.76
11 0.84 0.87 0.86
12 0.9 0.88 0.89
13 0.8 0.96 0.87
14 0.85 1 0.92
15 0.92 0.8 0.86
16 0.73 0.76 0.74
17 1 0.73 0.84
Micro Average 0.88 0.88 0.88
Macro Average 0.89 0.88 0.88
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From the above table, one can interpret that the model did not perform well for
most of the devices. Devices 0 and 9 show the highest results (F1-Score of around 1),
followed by devices 5 and 14, with (F1-scores above 0.9). The rest of the devices show
(F1-Score less than 0.9) Followingare devices 4,8, 12,and 17 (F1-Scores between 0.93
and 0.96). The rest of devices. This concludes that the model could perform well for

only for few numbers of devices and not for others, and therefore is not a good model.

Confusion Matrix:

The confusion matrix in Figure 6.25 shows the correctly and incorrectly
classified devices that the Gradient Boost classifier predicted. It can be shown that the
there are many devices have been falsely classified. A clearer interpretation can be

shown in the ROC and AUC values next.

Figure 6.25: Confusion Matrix for Gradient Boost (Statistical Input).
ROC Curve:
Figure 6.26 shows the ROC plots for the Gradient Boost Classifier. It presents
the plot for each device against all. From the curve, one can interpret that for devices
0,9, 5, and 14 the ratio of True Positive rate to False Positive Rate was the highest. A

clearer interpretation of the graph is shown in Table 6.49 that shows the AUC values.
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Figure 6.26: ROC Curve for Gradient Boost Classifier (Statistical Input).
In Table 6.49, the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.99) were corresponding for devices 0, 9, and 14,
indicating that almost all of the devices in the sample set were correctly identified to

their respective class. The micro average resultis 0.93.

Table 6.49: Gradient Boost Classifier AUC Values (Statistical Input).

Device Number AUC value

Device 0 0.9993
Device 1 0.9781
Device 2 0.8866
Device3 0.9520
Device 4 0.9442
Device 5 0.9270
Device 6 0.9798
Device 7 0.8952
Device 8 0.9880
Device 9 0.9993
Device 10 0.8580
Device 11 0.9322
Device 12 0.9361
Device 13 0.9728
Device 14 0.9941
Device 15 0.9002
Device 16 0.8721
Device 17 0.8653
Micro Average 0.9376
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K-Fold:

In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10 fold runs are shown in Table 6.50 . It can be shown
that all folds resulted in an accuracy, precision, recall, and F1-Score values are close to
0.88 as shown in average. This means that after K-fold the values match the model

results, and therefore the model has not been overfitted.

Table 6.50: K-Fold for Gradient Boost (Statistical Input) - Mean (Standard Deviation).

| Metric Accuracy Precision Recall F1-score
Mean 0.8819 0.8898 0.8818 0.8819
(0.0026) (0.0036) (0.0027) (0.0027)

Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The
tuning parameters and the best result are shown in Table 6.51.

Table 6.51: Gradient Boost Classifier (Statistical Input) Hypertuning.

Metric Options BestResult
min_samples_split [0,10] 1
min_samples_leaf [0,10] 3

min_weight fraction leaf [0,1] 0
max_depth [1,50] 5
[‘auto’, ‘sqrt’,
max_features Tog2’] auto
learning_rate [0,1] 0.0003843
n_estimators [1,100] 47

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.52. The
hypertuning improved the results and increased the F1-score from 0.88 to 0.90.
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Table 6.52: K-Fold for Gradient Boost (Statistical Input) - Mean (Standard Deviation) After

Hypertuning.
Metric Accuracy Precision Recall F1-score
Mean 0.8900 0.9022 0.9065 0.9024
(0.0022) (0.0022) (0.0021) (0.0021)

6.2.5.2. Gradient boost with mel input. This section presents the model built
using the mel input for the Gradient Boost classifier. The experiment parameters are
shown inTable 6.53. The default hyperparameters were used to train the model. Also,
the goodness of measures classification report of the results showing the recall,
precision, and F1-Score values, the Confusion Matrix, the ROC Curve, and the K-fold
results for the Gradient Boost Model are presented.

Experiment parameters:

Table 6.53: Gradient Boost(Mel Input) Classifier Experiment Parameters.

Input parameters Values

max_depth 5
learning_rate 0.1
n_estimators 10

Training: 70%

Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.54 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classes is shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive
contributions (True Positives) for all classes divided by the total number of points. For
the Gradient Boost Classifier, the results show a micro average score of 0.93. This

indicates that the model will need to be further tuned to provide more reliable results.
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Table 6.54: Gradient Boost Classifier (Mel Input) Classification Results.

Device Precision Recall F1-Score
0 0.82 0.84 0.83
1 0.98 0.99 0.99
2 0.91 0.95 0.93
3 0.93 0.91 0.92
4 0.99 0.98 0.99
5 0.93 0.91 0.92
6 0.93 0.98 0.95
7 0.93 0.86 0.89
8 0.92 0.92 0.92
9 0.92 0.93 0.92
10 1 1 1
11 0.88 0.96 0.92
12 0.84 0.84 0.84
13 0.96 0.98 0.97
14 0.91 0.88 0.89
15 1 1 1
16 0.96 0.93 0.95
17 0.93 0.87 0.9
Micro Average 0.93 0.93 0.93
Macro Average 0.93 0.93 0.93

Confusion Matrix:

The confusion matrix in Figure 6.27 shows the correctly and incorrectly
classified devices that the Gradient Boost classifier predicted. It can be shown that the
there are many devices have been falsely classified. A clearer interpretation can be

shown in the ROC and AUC values next.
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Figure 6.27: Confusion Matrix for GradientBoost (Mel Input).
ROC Curve:
Figure 6.28 shows the ROC plots for the Gradient Boost Classifier. It presents

the plot for each device against all.

Figure 6.28: ROC Curve for Gradient Boost Classifier (Mel Input).
K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is

implemented. The results of the 10 fold runs are shown in Table 6.55. It can be shown
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that all folds resulted in an accuracy, precision, recall, and F1-Score values are close to
0.88 as shown in average. This means that after K-fold the values match the model

results, and therefore the model has not been overfitted.

Table 6.55: K-Fold for Gradient Boost (MelInput) - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.9238 0.9374 0.9384 0.9342
(0.0026) (0.0036) (0.0027) (0.0027)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.56.

Table 6.56: Gradient Boost Classifier (Mel Input) Hypertuning.

Metric Options BestResult
min_samples_split [0,10] 3
min_samples_leaf [0,10] 7

min_weight fraction_leaf [0,1] 0
max_depth [1,50] 10
max_features [‘au‘tlg;;]qrt’, auto
learning_rate [0,1] 0.0005432
n_estimators [1,100] 55

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.57. The

hypertuning improved the results and increased the F1-score from 0.93 to 0.94.

Table 6.57: K-Fold for Gradient Boost (MelInput) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
Mean 0.9409 0.9462 0.9498 0.9443
(0.0024) (0.0023) (0.0024) (0.0024)
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Conclusion: From the results, it can be interpreted that using the mel input, the
tuned model had a better result (F1-score 0.94) in comparison with the tuned model

with statistical input (F1-score 0.90).

6.2.6. XG-Boostmodel. XG-Boostalso known as Extreme Gradient Boosting
is one of the gradient boosting techniques that provide better performance and speed in
the tree-base machine learning algorithms. It is different from the Gradient Boosting in
that XG-Boost it follows a more regulated model formalization to reduce over-fitting
XG-Boost has added capabilities in that it allows for parallelization where trees can be
constructed over multiple CPU cores and caches the data structures [101].

6.2.6.1. XG-Boost with statistical input. In this section, the model built using
the statistical input, the goodness of measures classification report of the results
showing the recall, precision, and F1-Score values, the Confusion Matrix, the ROC
Curve, and the K-fold results for the XG-Boost Model are presented. The experiment
parameters for the XG-Boost classifier are shown in Table 6.58. The default
hyperparameters were used to train the model.

Experiment parameters:

Table 6.58: XG-Boost Classifier Experiment Parameters.

| Input parameters Values

colsample bytree 0.3
alpha 10
max_depth 5
learning_rate 0.1
n_estimators 10

Training: 70%

Training and Testing splits Testing: 30%

Goodness of Measure Classification Report:

Table 6.59 presents the precision, recall, and F1-score values for each of the
devices. The micro, macro, and weighted average of all the classes is shown too. A
macro-average is the average of all the values for each individual class. A micro-
average will aggregate the contributions ofall class. Thatis, it will compute the positive

contributions (True Positives) for all classes divided by the total number of points.
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Table 6.59: XG-Boost Classifier Classification Results (Statistical Input).

Device Precision Recall F1-Score
0 0.84 0.87 0.85
1 0.89 0.66 0.75
2 0.86 0.87 0.86
3 0.87 0.96 0.91
4 0.73 0.87 0.79
5 0.8 0.84 0.82
6 0.98 1 0.99
7 0.86 0.88 0.87
8 0.9 0.88 0.89
9 0.92 0.97 0.95
10 0.85 0.89 0.87
11 0.97 0.85 091
12 0.76 0.72 0.74
13 0.88 0.9 0.89
14 0.67 0.77 0.71
15 1 0.73 0.84
16 0.86 0.87 0.86
17 0.84 0.87 0.85
Micro Average 0.86 0.86 0.86
Macro Average 0.87 0.86 0.86

From the above table, one can interpret that the model didn’t perform well for
most of the devices. Only for device 6 it presents a high value (F1-Score of around
0.99), followed by devices 3 and 11, with (F1-scores above 0.9). The rest of the devices
show (F1-Score between 0.7 and 0.89). This concludes that the model could perform

for most of the devices and therefore is not a good model.

Confusion Matrix:

The confusion matrix in Figure 6.29 shows the correctly and incorrectly
classified devices that the Gradient Boost classifier predicted. It can be shown that the
there are many devices have been falsely classified. A clearer interpretation can be

shown in the ROC and AUC values next.
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Figure 6.29: Confusion Matrix for XG-Boost (Statistical Input).
ROC Curve:

Figure 6.30 shows the ROC plots for the XG-Boost Classifier. It presents the
plot for each device against all. From the curve, one can interpret that only for few
devices the ROC shows a good plot, while most of them had a little bitlow True Positive
to False Positive rate. A clearer interpretation of the graph is shown in Table 6.60 that

shows the AUC values and the exact meaning of these plots.

Figure 6.30: ROC Curve for XG-Boost Classifier (Statistical Input).
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In Table 6.60,the AUC values foreach of the curves are shown. It can be shown
that the highest AUC values (around 0.99) were corresponding for devices 0 and 7,
indicating that almost all of the devices in the sample set were correctly identified to
their respective class. Devices 10 show value of (around 0.98) indicating that more than
98% devices in the sample set were correctly identified. The rest of the devices show
values of AUC 0.95 indicating more False Positive results. In the next section we

present the K-fold implementation of the model to check for over-fitting.

Table 6.60: XG-Boost Classifier AUC Values (Statistical Input).

Device Number AUC value

Device 0 0.9979
Device 1 0.9316
Device 2 0.8256
Device3 0.9295
Device 4 0.9747
Device 5 0.9260
Device 6 0.9157
Device 7 0.9990
Device 8 0.9381
Device 9 0.9353
Device 10 0.9820
Device 11 0.9421
Device 12 0.9248
Device 13 0.8552
Device 14 0.9468
Device 15 0.8722
Device 16 0.8633
Device 17 0.9301
Macro Average 0.9272
Micro Average 0.9270

K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is
implemented. The results of the 10 fold runs are shown in Table 6.61. It can be shown

that all folds resulted in an accuracy, precision, recall, and F1-Score values are close to
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0.88 on average. This means that after K-fold the values match the model results, and

therefore the model has not been overfitted.

Table 6.61: K-Fold (Statistical Input) for XG-Boost Classifier - Mean (Standard Deviation).

‘ Metric Accuracy Precision Recall F1-score

M 0.8652 0.8713 0.8651 0.8650

can (0.0050) (0.0047) (0.0050) (0.0051)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.62.

Table 6.62: XG-Boost Classifier (Statistical Input) Hypertuning.

| Metric Options Best Result
min_samples_split [0,10] 2
min_samples_leaf [0,10] 2
min_weight fraction leaf [0,1] 0
max_depth [1,50] 10
max_features [‘au‘tlg;;]qrt,’ auto
learning_rate [0,1] 0.00012
n_estimators [1,100] 30

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.63. The

hypertuning improved the results and increased the F1-score from 0.86 to 0.87.

Table 6.63: K-Fold for XG-Boost (Statistical Input) - Mean (Standard Deviation) After Hypertuning.

| Metric Accuracy Precision Recall F1-score
Mean 0.8781 0.8843 0.8780 0.8781
(0.0033) (0.0027) (0.0033) (0.0033)
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6.2.6.2. XG-Boost with mel input. In this section, the model built using the mel
input, recall, precision, and F1-Score values, the Confusion Matrix, the ROC, and the
K-fold results for the XG-Boost Model are presented. The experiment parameters are
shown in Table 6.64. The default hyperparameters were used to train the model.

Experiment parameters:

Table 6.64: XG-Boost Classifier Experiment Parameters.

Input parameters Values

colsample bytree 0.3
alpha 10
max_depth 5
learning_rate 0.1
n_estimators 10
Training and Testing splits Training: 70% Testing: 30%

Table 6.65 presents the results for each of the devices.

Table 6.65: XG-Boost Classifier (Mel Input) Classification Results.

| Device Precision Recall F1-Score
0 0.56 0.4 0.46
1 0.96 0.59 0.73
2 0.36 0.72 0.48
3 0.67 0.67 0.67
4 0.52 0.58 0.54
5 0.83 0.61 0.71
6 0.5 0.38 0.43
7 0.55 0.79 0.65
8 0.77 0.59 0.67
9 0.93 0.54 0.69
10 0.35 0.6 0.45
11 0.6 0.48 0.54
12 0.94 0.6 0.73
13 0.46 0.71 0.56
14 0.58 0.92 0.71
15 0.91 0.6 0.72
16 0.98 0.7 0.81
17 0.85 0.58 0.69
Micro Average 0.61 0.61 0.61
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From the above table, one can interpret that the model didn’t perform well for

most of the devices.

Confusion Matrix:
The confusion matrix in Figure 6.31 shows the correctly and incorrectly
classified devices that the Gradient Boost classifier predicted. It can be shown that the

there are many devices have been falsely classified.

Figure 6.3 1: Confusion Matrix for XG-Boost (Mel Input).

ROC Curve:

Figure 6.32 shows the ROC plots for the XG-Boost Classifier. It presents the

plot for each device against all.

Figure 6.32: ROC Curve for XG-Boost Classifier (Mel Input).
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K-Fold:
In order to validate that the model has not been over-fitted, K-Fold is

implemented. The results of the 10 fold runs are shown in Table 6.66.

Table 6.66: K-Fold (Mel Input) for XG-Boost Classifier - Mean (Standard Deviation).

Metric Accuracy Precision Recall F1-score
Mean 0.6091 0.6918 0.6089 0.6214
(0.0066) (0.0082) (0.0066) (0.0044)
Hypertuning:

In order to obtain better results, hypertuning was performed on the model. The

tuning parameters and the best result are shown in Table 6.62.

Table 6.67: XG-Boost Classifier (Mel Input) Hypertuning.

| Metric Options BestResult

min_samples_split [0,10] 3
min_samples leaf [0,10] 1
min_weight fraction leaf [0,1] 0
max_depth [1,50] 10

max_features [‘au‘tlggz‘?]qrt’, auto

learning_rate [0,1] 0.0023
n_estimators [1,100] 44

The model was trained, and 10 fold validation was performed. The results of
the mean of the 10 fold validation for each of the metrics is shown in Table 6.68. The

hypertuning improved the results and increased the F1-score from 0.62 to 0.64.

Table 6.68: K-Fold for Gradient Boost (MelInput) - Mean (Standard Deviation) After Hypertuning.

Metric Accuracy Precision Recall F1-score
Mean 0.6444 0.6343 0.6448 0.6467
(0.0034) (0.0042) (0.0032) (0.0034)
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Conclusion: From the results, it can be interpreted that using the statistical
input, the tuned model had a better result (F1-score 0.87) in comparison with the tuned
model with mel input (F1-score 0.64).

Summary of Results:

As a conclusion, the summary of all F1-Scores for the 10 fold validation for
each of the models is shown. For the Bayesian model, hypertuning was not performed
as both models with both inputs resulted in very weak results, and no work on them has
been taken forward. It can be concluded that for all models except the Gradient Boost
and Bayesian, when the input was the statistical input, better results were achieved. It
is also concluded that, the CNN still outperforms the traditional machine learning

models when they are provided with the same input also.

Table 6.69:F1-Score Results for 10-Folds Runs forallModels — (Meanand Standard Deviation).

‘ Model Model with Stat. Tuned Model with Model with Mel ’I:uned Model
Input Stat. Input Input with Mel Input

Bayesian 0.1683 (0.0016) Not performed 0.2169 (0.0024) = Not performed
SVM Linear = 0.4546(0.0035) | 0.5343(0.0040) = 0.2169(0.0024) = 0.3232(0.0004)
S‘Lﬁi"r“' 0.8221(0.0031)  0.8421(0.0021)  0.4276(0.0011) = 0.4367 (0.0029)
XG-Boost = 0.8650(0.0051) = 0.8781(0.0033) | 0.6214(0.0044) = 0.6467 (0.0034)
Gﬁz‘(’)i;“t 0.8819(0.0027)  0.9024(0.0021)  0.9342(0.0027) = 0.9443 (0.0024)
LightGBM | 0.9238(0.0026) = 0.9439(0.0023) = 0.8876(0.0037) = 0.8910 (0.0041)
le,‘;‘i"s‘t“ 0.9501(0.0036)  0.9673(0.0038)  0.9044 (0.0049)  0.9356(0.0051)
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Chapter 7. Convolutional Neural Networks: Experiment 1

In this chapter, the thesis experiment in involving how Convolutional Neural
Networks can be leveraged to uniquely identify a device is presented. In this
experiment, only a single feature was leveraged (Inter-Arrival Time) to train a CNN
and accurately identify a device. The CNN outperformed the traditional models
described in Chapter 6. This chapter is divided as follows. In section 7.1, we describe
what CNNsare. In section 7.2, we describe how input of the CNN model pre-processing
was done, and how they were converted using Mel Specs before training the model.
Section 7.3 presents what the CNN architecture is, associated filters, layers, and
outputs. Section 7.4 describeshow hypertuningwas performed to getthe mostoptimum
parameters for the model and the results of it. Section 7.5 explains the model, and
presenting the model features, such as the feature maps, model filters and their output
etc. In section 7.6, the chapter is concluded by presenting the metrics performed to test

for goodness of model (over-fitting) is shown along with its results.

7.1. Convolutional Neural Networks
Convolutional Neural Networks is a Deep Learning algorithm that is
primarily used in image classification. It has also been widely used in other
classification problems.
CNN consists of different layers type:

e Convolutional Layer,

e Pooling Layer, and

e Fully-Connected Layer.

Convolutional Layer: The Convolutional Layer consists of a set of learnable
filters. A filteris similarto a matrix with width and height. If the inputis havinga depth
of 3, then a filter will contain width, height, and depth. If the input is only a single
channel, then the depth is 1. Common filter sizes are 1 by 1, 3 by 3, 5 by 5. The filter
will slide across the input, with a value equal to the stride [102]. A stride specifies how
much movement a filter must move within each iteration. For example, when the value
of stride is 1, then filter moves one pixel at a time across the entire input. The result is
a dot product between the inputs and filter. An example of a Convolutional Layer is

illustrated in Figure 7.1 .
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Filter

Figure 7.1 Convolutional Layer[102].

Pooling Layer: Poolinglayeris alayer generally presentafter the convolutional
layer to down sample the feature maps. It performs this by summarizing the features in
the feature maps [103]. To accomplish this, there are two types of pooling layers:
Average Pooling and Max Pooling. The Average Pooling layer will get the average for
each patch of the feature map. The Max Pooling layer will get the maximum for each
patch of the feature map. An illustration of Max and Averaging Pooling is shown in

Figure 7.2.

Figure 7.2: Maxand Average Pooling.

Fully-Connected Layer: A fully connected layeris generally presentin the last
layers of the Neural Network and is referred to as fully-connected since all inputs from
one layer are connected to every unit in the next layer [104]. It takes the output of the
convolutional or pooling layer and classify the input to its corresponding label. An

example of a fully-connectedlayer thatperforms a classificationis shown in Figure 7.3.
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Figure 7.3: Fully-Connected Layer.

Putting these layers together, Figure 7.4 shows an example of a CNN with input size

48 x 48, the convolutional, Pooling and Fully Connected layers.

Input Feature Maps  Feature Maps  Feature Maps Feature Maps
48x48 Gl@44x44 6@22x22 12@18x18 12@ 9x9

Qutputs

Convaolution Max-pooling Convolution Max-poaling

Classification
Features extraction

Figure 7.4: CNN Architecture.
7.2. Input to the Convolutional Neural Network
In this section, we present the input of the CNN. The data that has been
generated and collected from the ESP32 devices (Inter-Arrival Time) are considered a
sequential time series data. This data is time series signal and be considered as an audio
signal. That is, the processing commonly done on audio would apply similarly to the
generated data from the devices. For that, a widely used procedure in speech recognition

has been applied to the data signal, Mel Frequency Cepstral Coefficients (MFCC)
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[105]. The output of this procedure is the MFCC and is the input to the CNN. This

procedure consists of multiple steps and are described step by step.

In audio processing, MFCC is used to for providing a better representation of
sound. They perform this by generating a Mel scale that will relate the perceived
frequency to its actual measured frequency. It creates Mel filterbanks that consist of
multiple filters. These filters are narrow at low frequencies and get wider as the
frequencies increase [106]. These banks give an idea of how much energy exists in the

various energies in the signal. The overall steps to convert to MFFC are:

1. Sampling the signal. The signal from our generated data (IAT) has been sampled to
a Sampling Rate of 10,000 Hz.

2. Framing the signal. This involves framing our generated data (IAT) into very small
windows of 50 milliseconds each.

3. Fast Fourier Transform is applied to each of the frames, to provide the spectral
components and frequency information in each frame.

4. Periodogram is calculated for each of the resultant frames, to identify which
frequencies are present in the frame.

5. Compute the Mel Filter Banks.

6. Apply the Mel Filter Banks to the Periodograms.

7. Sum up the above results to get an idea of how much energy exists in various
frequency regions.

8. Take the log of the above result.

9. Take the Discrete Cosine Transform of the above log-ed results, to remove
correlation between the filter bank energies.

10. Use the results for specific period of time of the signal as input to the neural

network.

The purpose of applying this procedure and converting the data is to be able to
visually identify if the Inter-Arrival Time feature can be leveraged to uniquely
distinguish between the devices. If the MFCC plots were (visually) different, across the
time, this means that this feature can be a possible candidate to be used to distinguish

between the devices. The above steps are presented in detail in Appendix A.
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Parameters used:
e Fs (Sampling Frequency): 10,000 Hz
e nfft: 512
e windowSize: 512 (50 ms)

Mel Parameters:
e Lowmelfreq: 1125*log(1+(50/700))— 50 is the low frequency in Hz

e Highmelfreq: 1125*log(1+(5000/700)) — 5000 is the high frequency in
Hz

e noOfBanks: 23
e minverse: 700*(exp(mspace/1125)-1)

The Mel Filter banks is shown in Figure 7.5.

Figure 7.5: Mel Banks Plot.

In order to visually see the MFCC, Figure 7.6 show a 1 second interval for a
device is presented. The plots for the rest of the 17 devices is shown in Appendix B.

This includes:

e The time signal plot
e Thelog of the Mel Filter bank energies (step 4 above)
e The Mel frequency spectrum (MFCC) (step 5 above)
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Device 1: 192.168.0.109

Figure 7.6: Device 1 Time and Mel Plots.

From the plots, one can interpret that the Filter bank energy plots (Log of the
Mel Coefficients) are different for each of the devices. Since visually, each one is
different, we can conclude that Inter-Arrival time is a possible feature to uniquely

identify the devices.

Also, it has been decided that the DCT coefficients will be disregarded, and the
logs output will be used as the input to the CNN. This is because taking the DCT has
removed importantinformation thatcan be used to distinguish the devices, since its plot

across the devices look similar.

7.3. CNN Architecture and Results

In this section we present the CNN Model architecture, and the results of
training and running the model.
As discussed in section 7.2, the input to the CNN are the Log Mel Specs values. The
selected window size is 1 second. That is, the model is trained by input size of 1 second

each. The result of the Mel Specs is (13 by 20) for each second. Therefore, this means
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that the inputto the CNN is of size 13 by 20. The input has been normalized before

providingit to the model. The CNN Model and its layers is described in Figure 7.7.

The Architecture of the CNN model is presented in Figure 7.8.

Model: "sequential 9"

Layer (type) Output Shape Param #
comv2d_27 (Com2D)  (Nome, 13, 20, 16) 160
conv2d 28 (Conv2D) (None, 13, 28, 32) 4649
conv2d 29 (Conv2D) (None, 13, 28, 64) 18496
max_pooling2d 9 (MaxPooling2 (None, 6, 18, 64) 2]
dropout_9 (Dropout) (None, 6, 18, 64) 2]
flatten_9 (Flatten) (None, 3848) 2]

dense 18 (Dense) (None, 16) 61456
dense_19 (Dense) (None, 18) 386

Figure 7.8: CNN Architecture Before Hypertuning.

Figure 7.7: CNN Model Before Hypertuning.

The model consists of 3 Convolutional layers, followed by a Max Poolinglayer,

a Flatten layer, and 2 consecutive Dense layers. The output of the model consists of 18

possible outcomes corresponding to the 18 devices.

The first Convolutional layer consist of 16 filters, each of size (3,3). The

activation function applied s relu. The stride is set to (1,1) and is padded

so as to make the size of the input same as the size of the output. Therefore,

the output of the first layeris (13, 20, 64). This results in 16 Feature Maps,
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each with size 13 x 20. Therefore, the number of trainable parameters is
160: 160 =16 (bias) + 3 * 3 (kernel) * 16 (filters)

e The second Convolutional layer consist of 32 filters, each of size (3,3). The
activation function applied s relu. The stride is set to (1,1) and is padded
so as to make the size of the input same as the size of the output. Therefore,
the output of the first layeris (13, 20, 64). This results in 16 Feature Maps,
each with size 13 x 20. Therefore, the number of trainable parameters is
4,640:4,640=32 (bias) +3*3 (kernel) * 32 (filters) * 16 (Feature Maps)

e The third Convolutional layer consist of 64 filters, each of size (3,3). The
activation function applied s relu. The stride is set to (1,1) and is padded
so as to make the size of the input same as the size of the output. Therefore,
the output of the first layer is (13, 20, 64). This results in 64 Feature Maps,
each with size 13 x 20. Therefore, the number of trainable parameters is
18,496: 18,496 =64 (bias) +3*3 (kernel) * 64 (filters) * 32 (Feature Maps)

e The Max Pooling 2D layer will decrease the dimensions of the data by
taking the average of stride set to (2,2).

e The flatten layer is to convert the data into a vector and prepare it for the
following Dense layer.

e Thefirst Dense layerconsistof 16 units, and the activation function applied
is relu.

e The second Dense layer consist of 18 units, and the activation function

applied is Softmax (Classification Layer).

The training parameters of the model were as follows. The model was trained
using 30 epochs. This is because the model continued showing decreased
validation loss until the number of epochs were around 30. The learning rate set
for the model was using the default learning rate in the keras classifier, which
was 0.01. The optimizer used for the training the model was adam optimizer
and was chosen since the work performed in this area showed that this optimizer
is commonly used. Finally, the model was trained with a training and validation

split of 70%, 30% respectively.

One can interpret from the results that as the number of epochs increased, both
the accuracy and the validation accuracy of the model also increased. Also, the
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validation loss was also decreasing indicating that the model is not over-fitted. Figure
7.9 that as the number of epochs increased, both the accuracy and the validation
accuracy of the model also increased. Also, the validation loss was following the same

shape as the training loss indicating that the model is not over-fitted.

Figure 7.9: Training vs Validation Loss Before Hypertuning.
After training, the model has been used to predict new set (testing data). The
results of this are shown in Table 7.1 showing the goodness of measure results. As
shown in the table, 13 of the devices showed an F1 -score of above 0.99 and 5 between

0.95 and 0.97, indicating that this model is an accurate model for classifying between

the devices.
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Table 7.1: CNN Before Hypertuning Classification Report.

Device Precision  Recall F1-Score
0 1 1 1
1 1 | 1
2 1 1 1
3 1 | 1
4 0.99 1 0.99
5 1 0.98 0.99
6 0.99 0.99 0.99
7 0.99 0.95 0.97
8 0.95 1 0.97
9 1 0.99 0.99
10 0.99 0.99 0.99
11 0.99 1 0.99
12 1 0.97 0.99
13 0.93 1 0.96
14 1 0.91 0.95
15 0.94 0.99 0.97
16 1 0.92 0.96
17 0.93 1 0.97
Micro Average 0.98 0.98 0.98
Macro Average 0.98 0.98 0.98

The confusion matrix in Figure 7.10 shows the correctly and incorrectly

classified devices that the was predicted.

Figure 7.10: Confusion Matrix for Model Before Hypertuning.
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In Figure 7.11, one can see that for all devices the ratio of True Positive Rate to
False Positive Rate is very high, indicating that the model has correctly identified
between the devices. A clearer interpretation of this graph is shown in

Table 7.2 that present the AUC for each of the device’s plot.

Figure 7.11: ROC Curve Before Hypertuning.

Table 7.2: CNN Model Before Hypertuning AUC Values.

Device Number AUC value

Device 0 0.9927
Device 1 0.9946
Device 2 0.9935
Device 3 0.9954
Device 4 0.9947
Device 5 0.9945
Device 6 0.9943
Device 7 0.9942
Device 8 0.9965
Device 9 0.9949
Device 10 0.9934
Device 11 0.9939
Device 12 0.9948
Device 13 0.9932
Device 14 0.9952
Device 15 0.9951
Device 16 0.9922
Device 17 0.9945
Macro Average 0.9943
Micro Average 0.9942
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However, aiming to achieve more accurate results, hypertuning was performed
to get the best parameters in the model. In the next section, we present the hypertuning

process and the mode results after considering it.

7.4. Hypertuning

Hypertuning in machine learning is the process of tuning the model
hyperparameters in order to select the best optimal values for the learning process. The
hyperparameters that can be tuned in a CNN model are the number of filters, filter size,
learning rate, number of units in dense layers, activation functions etc. Typically, in the
hypertuning processes, range of parameters are given, and the tuning process will

provide the combination of them for the model that gives the best results [107].
Hypertuning Parameters:

The tuning method used is Hyperband tuner [108]. Hyperband tuning is one of
the tuning techniques that will train multiple models for small number of epochs and
then selects the best model and resume its training for a greater number of epochs. best

selected by the tuner is presented in Table 7.3.

Table 7.3: Hypertuning Results.

CNN Layer Tuning Parameters Range of Options BestResults

Number of filters [16,32,64] 64
Conv.Layer 1
Kernelsize [1,3] (1,1
Number of filters [16,32,64] 64
Conv.Layer 2
Kernelsize [1,3] (3.,3)
Number of filters [16,32,64] 64
Conv.Layer3
Kemelsize [1,3] (1,1)
min= 0.0
Dropoutlayer Dropout value max=0.2 0.0
step=0.1
min=32
Number of units max =256 64
Dense Layer 1 step =32
Activation Function [relu, sigmoid] relu
min=le-4
Hyperparametrs LeamingRate max=1le-2 0.00309826

Sampling= Log
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After tuning, the optimum parameters were picked, and the model was

Model: "sequential”

architecture of the tuned model is presented in Figure 7.13.

reconstructed using the new values. The model was trained again and used to perform

the predict of the test set again. In Figure 7.12, the model after tuning is shown. The

Layer (type) Qutput Shape Param #
com2d (Com)  (Nne, 13, 20, 64) 128
conv2d 1 (Conv2D) (None, 13, 28, 64) 36928
conv2d_2 (Conv2D) (None, 13, 208, 64) 4160
max_pooling2d (MaxPooling2D) (None, 6, 10, 64) ]

dropout (Dropout) (None, &, 18, 64) ]

flatten (Flatten) (None, 3840) ]

dense (Dense) (None, 64) 245824
dense 1 (Dense) (None, 18) 1170

Figure 7.12: CNN Model After Hypertuning.

Figure 7.13: CNN Model Architecture After Hypertuning.

The model consists of 3 Convolutional layers, followed by a Max Poolinglayer,
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a Flatten layer, and 2 consecutive Dense layers. The output of the model consists of 18



e The first Convolutional layer consist of 64 filters, each of size (1,1). The
activation function appliedis relu. The stride is set to (1,1) and is padded
so as to make the size of the input same as the size of the output. Therefore,
the output of the first layeris (13, 20, 64). This results in 16 Feature Maps,
each with size 13 x 20.

Therefore, the number of trainable parameters is 128: 128 =64 (bias) + 1 *
1 (kernel) * 64 (filters)

e The second Convolutional layer consist of 64 filters, each of size (3,3). The
activation function applied s relu. The stride is set to (1,1) and is padded
so as to make the size of the input same as the size of the output. Therefore,
the output of the first layeris (13, 20, 64). This results in 16 Feature Maps,
each with size 13 x 20.

Therefore, the number of trainable parameters is 36,928: 36,928 =64 (bias)
+ 3*3 (kernel) * 64 (filters) * 64 (Feature Maps)

e The third Convolutional layer consist of 64 filters, each of size 1 by 1. The
activation function applied s relu. The stride is set to (1,1) and is padded
so as to make the size of the input same as the size of the output. Therefore,
the output of the first layeris (13, 20, 64). Therefore, the output of the first
layeris (13,20, 64). This results in 64 Feature Maps, each with size 13 x
20.

Therefore, the number of trainable parameters is 4,160: 4,160 = 64 (bias)
+ 1*1 (kernel) * 64 (filters) * 64 (Feature Maps)

e The Max Pooling layer will decrease the dimensions of the data by taking
the average of stride setto (2,2).

e The flatten layer is to convert the data into a vector and prepare it for the
following Dense layer.

e Thefirst Dense layer consistof 64 units, and the activation function applied
is relu.

e The second Dense layer consist of 18 units, and the activation function

applied is Softmax (Classification Layer).

7.4.2 Hypertuning model results. The model has then been compiled using

adam optimizer and trained for 30 epochs. The model has been split in 70% 30%

131



training and validation split, respectively. The training batch size was set to 32. The
plot of training loss versus validation loss is shown in Figure 7.14. It shows that as the
number of epochs increased,both the accuracy and the validation accuracy ofthe model
also increased. Also, the validation loss was somehow following the same shape as the
training loss (except for a spike at one of the epochs) indicating that the model is not

over-fitted.

Figure 7.14: Training versus Validation Loss After Hypertuning.

Classification Report:

e After training, the model has been used to predict new set (testing data). The
results of this are shown in Table 7.4 showing the goodness of measure results.
As shown in the table, 16 of the devices showed an F1-score of above 0.99 and
2 around 0.99, indicating that this model is an accurate model for classifying

between the devices, and the hypertuned parameters provided better results.
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Table 7.4: CNN After Hypertuning Classification Report.

Device Precision Recall F1-Score

0 1 0.99 0.99

1 0.99 1 0.99
2 1 1 1
3 1 1 1
4 1 1 1
5 1 1 1
6 1 1 1
7 1 1 1
8 1 1 1
9 1 1 1
10 1 1 1
11 1 1 1
12 1 1 1
13 1 1 1
14 1 1 1
15 1 1 1
16 1 1 1
17 1 1 1
Micro Average 1 1 1
Macro Average 1 1 1

ROC Curve, K-fold, Confusion Matrix:

Figure 7.15: CNNModelROC Curve.
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In Figure 7.15, one can see that for all devices the ratio of True Positive Rate to
False Positive Rate is very high, indicating that the model has correctly identified

between the devices. A clearer interpretation of this graph is shown in

Table 7.5 that presentthe AUC for each of the device’s plot. As shown in the
table, most of the devices have an AUC of 1.0, indicating a highly accurate model.

Table 7.5: CNNModel AUC Values.

Device Number AUC value

Device 0 0.9996
Device 1 0.9945
Device 2 1.0
Device 3 1.0
Device 4 1.0
Device 5 1.0
Device 6 1.0
Device 7 1.0
Device 8 1.0
Device 9 1.0
Device 10 1.0
Device 11 1.0
Device 12 1.0
Device 13 1.0
Device 14 1.0
Device 15 1.0
Device 16 1.0
Device17 1.0
Macro Average 0.9996
Micro Average 0.9996

In orderto test if this model has been over-fitted, K-Fold has been implemented.
The confusion matrix associated with each of the 10 fold run is done. The bestaccuracy
is shown in Figure 7.16. The rest of the folds confusion matrices is shown in Appendix

C.

K-Fold and Confusion Matrix:

Fold 3, accuracy: 0.9995
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Figure 7.16: Fold 3 Confusion Matrix.

As shown across all the confusion matrices, each of the run showed that almost
all devices were correctly identified Only 5 to 7 devices across all were incorrectly
identified. Also, from the accuracy of each run, all accuracies were above 0.9993
indicatinga very accurate model thatisnotoverfitted. A detailed reportoftheaccuracy,
precision, recall, and F1-Score for each fold is shown in Table 7.6. It can be shown that
almost all values are more than 0.99 for all the four measures indicating a reliable

model.

Table 7.6: K-Fold Results for Model After Hypertuning.

Accuracy Precision F1-score

Mean 0.9993 (0.0001) 0.9900 0.9971 0.9959

7.5. Discussion

In this section, the convolutional aspect of the model is explained in detail. This
is in terms of presenting the filters of each of the three convolutional layers, presenting
the results of providing an input to these filters, and how they are used to distinguish
between the devices. There are several plots that will fall under this section, and they

are placed in Appendix A.
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7.5.1. Convolutional layer 1. Recalling from the previous section, the first
convolutional layer shown in Figure 7.17 consist of:

e 64 filters,

o filtersize of (1,1),

e stride size of (1,1),

e padded such that the input and output have same size.

Figure 7.17: Convolutional Layer 1.

Since the first layer consist of 64 filters each if size (1,1), the result of the first
layer is 64 Feature Maps. Since the setting is padded, the output will consist of (13, 20)

64 times (since strides is set to 1).

Since the filters in the first layer is of size (1,1), and is only a single channel,
thatis, the values are only between 0 and 1, every filter applicationinvolves multiplying
the pixel value in the input by a value between 0 to 1. This means that each input is
converted to another scaler value thatis either O (black), 1 (white), ora value in between
(shades of gray). And since there are 64 of these filters in the first layer, the model is
attempting various possible grayingof each input, i.e, producing different feature maps.

Therefore, the filters at layer are attempting to pick up different features of the input.

To look at the distribution of these filters and to see what each of them is doing,
a histogram has been plotted foreach of the filters in layer 1 shown in Figure 7.18. As
shown from the plot, around 9 of the 64 filters are centered around value 0.2 and 0.3, 8

of the 64 filters around value 0.6, and 5 filters around value 0 (darkens the input to
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black), and 5 filters around value 1 (lightens the input to white), and the rest are in

between.

Figure 7.18: Filters Distribution for Convolutional Layer 1.

7.5.2. Convolutional layer 2. Recalling from the previous section, the first
convolutional layer shown in Figure 7.19 consist of:
o 64 filters,
e filter size of (3,3),
e stride size of (1,1),

e padded such that the input and output have same size.

Figure 7.19: Convolutional Layer?2.
Each of the filters consist of (3,3) matrix, i.e., 9 values. They are plotted and

shown in Figure 7.20 and Figure 7.21.
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Figure 7.20: Layer2 Filters 1 — 30.
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Since it is difficult to look at similarities across 64 filters, we perform K-Means
clustering to them to group filters that are similar together. In this case, we can visually

interpret what does filters look like, how similar they are and what they are doing.

K-Means Clustering:

The filter values have been extracted from the trained model and gathered to
perform k-means clustering algorithm [109]. In order to get the optimum number of
clusters, the elbow method has been performed. The results of this method showed that

the optimum number of clusters is 9 as shown in Figure 7.22.

Figure 7.22: Optimum Number of K-Means Clusters.

After fitting the model, it has placed the 64 filters in 9 clusters. The result of
this clustering is shown in Table 7.7.

Table 7.7: K-Mean Clustering Result.

Cluster No. Filter Number

1 [29,40,46,52,54,57]

2 [5,31,35,36,56]

3 [0,1,7,8,11,14,24,44,63]

4 [3,9,12,23,27,30,32,41,42,49,50]
5 [13,17,20,22,25,37,53,55,62]

6 [2,10,15,19,21,33,51]

7 [4,18,28,39,47,59]

8 [6,16,26,34,43,45,60,61]

9 [38,48,58]

140



From the above table, we can have a clearer view of the filters that are grouped
together and are similar. In order to understand the differences among these 9 groups,
we plot each of the clusters. This is done by taking the mean of each of the 9 clusters.
These cluster plots are shown in Figure 7.23. By looking at the plots, one can interpret
that each cluster is different than the other. This is an indication that the cluster (or the
filters within each clusters) are trying to pick up different features. Every cluster have
shades of gray image colors of white, black, gray indicating that it each one is trying to
(gray out) or trying various possible graying to pick up on different features.

Cluster 1 Mean s Cluster 2 Mean Cluster 3 Mean

00

Cluster 4 Mean ‘ Cluster 5 Mean : Cluster 6 Mean

Cluster 7 Mean ; Cluster 8 Mean Cluster 9 Mean

0.0

Figure 7.23: K-Means Cluster Means Plot.
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In orderto visualize what these filters are performing on the input data, the result of applying
these filters to a single input from each device is plot. This is shown in Figure 7.24 and Figure 7.25. The
input forthe rest of the devices is shown in Appendix D. Each ofthe figuresisan 8 by 8§ matrix thatis
correspondingto the 64 sized filter. It can be shown that the filters constructed variations, as some areas

are darker than the others. In some areas it is darker than other, aiming to pick up different features in

the input.

Figure 7.24: Feature Map of Layer 2 Filter on Device 0.

Figure 7.25: Feature Map ofLayer2 Filteron Device 1 1.
7.5.3. Convolutional layer 3. The third convolutional layer shown in Figure
7.26 consist of:
o 04 filters,
e filtersize of (3,3),
e stride size of (1,1),

e padded such that the input and output have same size.
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Figure 7.26: Convolutional Layer3.

The output of this layer will consist of 64 Feature Maps, each with size of 64.
To understand each of these maps, their frequency distribution (histogram has been

plot) and are shown in Figure 7.27, Figure 7.28, and Figure 7.29.

Figure 7.27: Layer 3 Filters 1 - 24 Histogram.
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Figure 7.28: Layer 3 Filters 25 - 48 Histogram.
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Figure 7.29: Layer 3 Filters 49 - 64 Histogram.
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In order to better interpret the 64 filters, the entropy has been calculated and its
distribution is plot. The entropy is a measure that will be used to tell us how much
information is present. In the context of the problem, the entropy of each filter will tell
us how much information is present in each of the 64 filters. In Figure 7.30, the entropy
distribution is plot. The entropy is somehow creating an envelope to the shape of the
distribution of these filters, in order to give us an idea of what they are doing. From the
plot, one can see that the entropy is following a normal distribution shape centred at -
0.44. An example of a filter that has an entropy of -0.44 like the one shown in Figure

7.31. These entropy values for each filter are shown in Table 7.8.

Figure 7.30: Entropy Distribution for Filters in Third Layer.

a8

0.0 02 0.4 0.6 0.8

Figure 7.31: Filter 8 Distribution.
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Table 7.8: Entropy Values for Filterin Third Layer.

Filter No. Entropy Value Filter No. Entropy Value
1 -0.46055 34 -0.41202
2 -0.40509 35 -0.40415
3 -0.46325 36 -0.44346
4 -0.41043 37 -0.38707
5 -0.45249 38 -0.43991
6 -0.43997 39 -0.45030
7 -0.43646 40 -0.42836
8 -0.44986 41 -0.39455
9 -0.47226 42 -0.43686
10 -0.46213 43 -0.44861
11 -0.39879 44 -0.40297
12 -0.42027 45 -0.47130
13 -0.44354 46 -0.41128
14 -0.40075 47 -0.48462
15 -0.42740 48 -0.40899
16 -0.42506 49 -0.41595
17 -0.42639 50 -0.43272
18 -0.36570 51 -0.38635
19 -0.42499 52 -0.43550
20 -0.37143 53 -0.44258
21 -0.46627 54 -0.41679
22 -0.38450 55 -0.43387
23 -0.42930 56 -0.47273
24 -0.40712 57 -0.46481
25 -0.43999 58 -0.37836
26 -0.33904 59 -0.43548
27 -0.41468 60 -0.48003
28 -0.45722 61 -0.42101
29 -0.46706 62 -0.45503
30 -0.44082 63 -0.42937
31 -0.41948 64 -0.44523
32 -0.49510
33 -0.45613
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Chapter 8. Convolutional Neural Network — Experiment 2

J. Kotak et al. [71] used Neural Network to distinguish between IoT devices,
however, the input to the model was different. In this thesis’s work, we leverage the
same input used in the literature work and construct a model.

In this chapter, the work in literature is explained in section 8.1. This involves
the describing the input, the model, and the results they produced. In section 8.2, our
experiment is presented. This presents the input from the ESP devices and the model,
the results of the model fitting along with the goodness of measures of the model.

8.1. Input, Model, and Results of CNN from Literature

The work is aimed to identify between 10 IoT different devices, suchas Amazon
Echo, Samsung SmartCam, motion sensor etc. A model was built each class of devices.
Each model consisted of an input layer and an output layer and is shown in Figure 8.1.

The model is simply a dense layer architecture model.

mput: | (None, 784)

dense 1 _mput: InputLayer

'

mput: | (None, 784)
output: | (None, 784)

'

mput: | (None, 784)

oufput: | (None, 784)

dense_1: Dense

dense 2: Dense

output: | (None, 10)

Figure 8.1: Dense Model Architecture [71].

The input to the model has been pre-processed in the following manner:

1. The collected data from the IoT devices were grouped based on the TCP packets
that have the same source and destination IP addresses, same source and
destination portnumber,and the same protocol. This will result into multiple pcap
files.

2. Then, the pcaps files were segregated into files that based on the same MAC
address.

3. The files are then converted to binary format.
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4. The file size is adjusted so that every binary file has a size of 784 bytes.
5. Then, each binary file is converted to 28 x 28 image (gray scale). This is the input

to the model.

The 10 IoT devices are all of different types. The total data collected is 107,808
TCP sessions and the model was trained to 80% training set, 10% testing set, and 10%
validation set. The results of the model showed an accuracy of 0.9986 and the
confusion matrix for each of the devices is shown in Figure 8.2. As one can see, the

model seemed to perform well for detecting the devices.

Figure 8.2: Confusion Matrix [71].

8.2  Inmput to the Model and Model Fitting

In this section, we present how the input from the ESP32 devices were
processed and how the model was fitted in order to compare with the work done in this
chapter.

The following processing to the input was performed:

1. From the captured data files (pcaps) of the 18 ESP32 devices, the files were
grouped based on their Source and Destination IP address, resulting in each pcap
file containing the sessions from one unique device only.

2. One second data from each of the files were captured. This was done by looking at
the time of between the packets. For each approximate of one second, the
associated packets in that frame are separated.

3. Sinceeachonesecondisapproximately 1000 bytes (someare less, some are more),
and in order to be able to convertit to 28 by 28 input, each one second bytes of
data were converted to 784 bytes. This was done by either trimming the bytes or

padding them with O till they reach 784 bytes.
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4. Each of these 784 bytes were converted to binary data.
5. This wasperformed and gathered for each of the 18 devices, and the 28 by 28 bytes
were used as an input to the model. The model constructed is described.
The model architecture followed is 1 model for all devices, multi-class
classification that will classify one device versus all others. The architecture of the

model is shown in Figure 8.3.

Figure 8.3: Model Architecture [74].

The model was fitted using 500 Epochs, with training set and testing set of split
70%, 30% respectively. The training loss versus validation loss plot is shown in Figure
8.4. It can be seen that validation loss is decreasing as the number of epochs is
increasing indicating that the model is not overfitted [110]. The model has been trained

till epoch value of 500.

Figure 8.4: Training Loss vs Validation Loss Curve (Binary Input).
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The classification report that shows the Precision, Recall, and F1-Score of the

model is shown in Table 8.1. The micro average score is 0.42.

Table 8.1: Classification Report for CNN (Binary Input).

Device Precision Recall F1-Score
0 0.29 0.18 0.23
1 0.22 0.15 0.18
2 0.22 0.08 0.12
3 0.65 0.63 0.64
4 0.42 0.61 0.49
5 0.43 0.44 0.44
6 0.34 0.18 0.24
7 0.75 0.74 0.75
8 0.37 0.36 0.37
9 0.62 0.59 0.6
10 0.88 0.85 0.87
11 0.19 0.31 0.24
12 0.18 0.28 0.22
13 0.23 0.06 0.09
14 0.72 0.71 0.72
15 0.69 0.81 0.74
16 0.44 0.26 0.32
17 0.18 0.41 0.25
Micro Average 0.43 0.43 0.42
Macro Average 0.43 0.42 0.42

The confusion matrix in Figure 8.5 shows the correctly and incorrectly
classified devices that that this model has predicted. It can be shown that the there are
many devices have been yet falsely classified as the model still needs to be trained for
a greater number of epochs. This concludes that using the binary input instead, the

model is notreliable in performing the classification between the devices.
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Figure 8.5: Confusion Matrix for CNN (Binary Input).

The main difference into why the work in [71] was able to achieve a higher accuracy
with a smallernumber of epochsis because eachofthe devicesis different, and a model

has been built for each of the device type.
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Chapter 9. Discussion of Model Results

This chapter summarizes the models built in this thesis and highlights the best
results amongst them. In section 9.1, the results for each of the traditional models and
the CNN models in presented. We also compare the best performing traditional model

in comparison with our model, the CNN.

9.1. Summary of Model Results

This section presents the K-Fold results in terms of the mean and standard

deviation. The standard deviation of the 10 folds run is shown in Table 9.1.

Table 9.1: Results forallModels on K-Fold — Mean (Standard Deviation)

_ Model Name : Accuracy : Precision _ Recall _ F1-score ‘

CNNExp2  0.4430(0.0014)  0.1547(0.0042) = 0.235(0.0032) = 0.1356(0.0019)
Bayesian 0.2196(0.0024) = 0.1727(0.0035) | 0.2194(0.0023) = 0.1683 (0.0016)
SVM Linear =~ 0.4835(0.0052)  0.5035(0.0075) = 0.482(0.0051) = 0.4546(0.0035)
S%i"r“' 0.8233(0.0032) = 0.8346(0.0036) | 0.8232(0.0032) = 0.8221(0.0031)
XG-Boost  0.8652(0.0050)  0.8713(0.0047) = 0.8651 (0.0050)  0.8650 (0.0051)
Gl‘;‘)‘(’)i;“‘ 0.8819(0.0026) = 0.8898(0.0036) | 0.8818(0.0027)  0.8819(0.0027)
LightGBM  0.9241(0.0025) = 0.9248(0.0026) = 0.9241(0.0025)  0.9238(0.0026)
le‘;‘fe";t“ 0.9501(0.0036) = 0.9505(0.0036) | 0.9501(0.0036) = 0.9501 (0.0036)
CNN-Expl  0.9993(0.0001)  0.9900(0.0063) = 0.9971(0.0020) 0.9959 (0.0012)

Statistical tests (Kruskal-Wallis followed by a Pairwise Wilcoxon tests) were
also performed to check whether the models were statistically different. Kruskal -Wallis
tests showed statistically significant difference (chi-square=84.192, p < 0.05) exists
between the models exists. Then, a Pairwise Wilcoxon test was performed to check for
models that were statistically similar. The result of this test is shown in Table 9.2. It
can be shown that CNN model before and after tuning are similar since the value was
greater than 0.05, and the SVM linear model and the CNN (experiment 2) are similar

too.
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Table 9.2: Pairwise Wilcoxon Test Results (p-values)

CNN CNN SVM SVM
(Expl) (Exp2) Linear RBF
CNN
0.0081 - = = - - - - -
(Exp1)
CNN
(Exp2) 0.1253 ' 0.0079 - - - - - - -
Gradie
nt 0.0004 @ 0.0081 0.0080 - - - - - -
Boost
Light
GBM 0.0004 0.0081 ' 0.0080 | 0.0004 - - - - -
CNN
(‘Z:)th 0.0080 1 0.0078 0.0080 | 0.0080 - - - -
tuning)
Rando
m 0.0081 @ 0.0081 | 0.0079 | 0.0081 @ 0.0081 @ 0.0079 - - -
Forest
SVM
. 0.0004 0.0081 0.0080 @ 0.0004 0.0004 0.0080 0.008 - -
Linear
SVM
RBF 0.0004 @ 0.0081 @ 0.0080 | 0.0004 0.0004 @ 0.0080  0.008  0.0004 -
éf)f;t 0.0004 0.0081 0.0080 @ 0.0004 0.0004 0.0080 0.008 0.0004 | 0.0004

The work in this thesis has also shown that the method followed in this thesis
in leveraging a single network feature to identify between identical devices could more
cost effective and realistic that the commonly used PUF-based authentication methods
on the resource constrained devices. PUF-based methods have their own weaknesses
and limitations. For example, the SRAM-PUF method thatis commonly used rely on
the behaviour of the SRAM memory assumes, that the memory is always uninitialized
[I11]. Also, the memory-based PUF methods suffer from the size of the Challenge
Response Pair increasing exponentially with their size [112] requiring additional
memory. Nevertheless, some research has also shown that modelling attacks (that aims
to mimic the way a PUF behaves) or some side channel attacks are possible on PUF
[113]. Moreover, the operations involving PUF-based methods, such as extracting
information from the hardware of the device, implementing cryptographic operations
etc. makes the process slower, rather that only picking up the time between network

packets in a traffic flow.
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Chapter 10. Conclusion and Future Work

The work in this research looks into addressing the problem of an IoT device
being physically replaced by another illegitimate one. This is done by generating a
unique device fingerprint from the data the devices generate. That is; given a smart loT
environment, features from the IoT devices are leveraged to create unique device
fingerprints for each of them. In this thesis, this is achieved by collecting data from 18
edge devices and selecting a specific feature to study. The feature studied in this thesis
is the Inter-Arrival time between network packets. Then,a CNN was built and trained
to identify the device. The experiments are performed on widely used IoT edge device
ESP32 running the MQTT protocol. The work is also compared against widely known
machine learning algorithms, Random Forest, Bayesian, Gradient Boost, LightGBM,
SVM, and XG-Boost. The experiment involved 18 ESP32 Devices running over a
period of around 28 days. The results of the experiments showed that the CNN
outperformed other models with an accuracy over 0.99, concluding that CNN can be
leveraged to train the Inter-Arrival time feature from the devices to uniquely distinguish

between them.

There are some limitations that we recognize in this thesis. Ina typical loT world,
the number of connected devices is very huge. In this thesis, the experiment of device
authentication was performed for 18 devices. However, it can suffice for a small smart

environment such as a smart home that contain fewer number of loT devices.

In the future, this research can be taken forward to experiment the problem using
Recurrent Neural Networks (RNN) which is also a widely common class of neural
networks. It can be compared to the results of the CNN. Also, other features can be
leveraged other than the Inter-Arrival time, or a combination of features from the
network, transmission, or application layer to train the model and study how they will
perform in detecting between the devices. Finally, the model can be tested to see

whether it will scale for huge number of devices.
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Appendix A

This appendix contains the code of the data preprocessing in Chapter 4.
Sampling Parameters:

Fs = 10000; % Sampling Freguency

nfft = 512; % NFEFT

M = 512; % number of samples per frame

total = O;

X = 1;

windowSize = 512; % number of samples per window

% Read the wvalues
Xaxis = 5(1:10240,[11); % counter of 0.1 ms
Yaxis = $S(1:10240,[2]1); % IAT

Figure A.1: Sampling Parameters.

Mel Parameters:

e Lowmelfreq: 1125*log(1+(50/700)) — 50 is the low frequency in Hz

e Highmelfreq: 1125*log(1+(5000/700)) — 5000 is the high frequency in Hz
e noOfBanks: 23

e minverse: 700*(exp(mspace/1125)-1)

lowmelfreq =  1125*log(1+(50/700)); % Low Freg as 100 Hz

highmelfreq = 1125*log(1+(5000/700)); % High Freq as 10000 Hz (less than half the sample rate)
noOfBanks = 23;

mspace = linspace(lowmelfreq, highmelfreq, 25); % Create even spaced values

minverse = 700%(exp(mspace/1125)-1); % Convert Mel back to Hz

bin = floor((nfft+l)*minverse/Fs); % Fix the resolution
I

Figure A.2: MelSpec Parameters.

Framing:

Figure A.3: Framing Signal.
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FFT of each frame:

% STEP 2A: Take FFT of each frame
% FFT Signal

fftsignal = fft(framedsignal);
fftsignal = abs(fftsignall;

Figure A.4: Frame FFT.

Periodogram for each frame, and keep only the first half of the coefficients:

% % STEP 2B: Take the Periodogram of each of the above fit-ed frames

Periodogram = abs(fftsignal);
Periodogram = Periodogram.”2;|
Periodogram = Periodogram/nfft;

Figure A.5: Periodogram of Frames.
Mel Filter Banks, initially with 23 banks, and only 13 will be kept later:

for m = 2:no0fBanks+1
f_m minus = (bin(m-1));
fom = (bin(m));
f_m plus = (bin{m1));

for k = f_m_minus:T_m
fbhank(m-1,k) = (k - bin{m-1))/(binim) - bin(m-1));
and
for k = f_m:f_m_plus
fhank(m-1,k) = (bin{m1) - k)/(bin(m1) - bini{m)};
and
end
fhank = fhank'

Figure A.6: MelFilter Banks.
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Apply the filter banks to each of the frames, and get sum of coefficients:

% STEP 3B: Apply Mel Banks to pericdogram and get sum of coefficients
sresult = zeros(nfft/2,no0fBanks);
x =1
for frame = 1:noOfFrames

temp = halfedperiodogram(:,frame);

result = zeros(nfft/2,no0fBanks);

for 1=1:no0fBanks

result(:,1) = temp.*fbank(:,1);

end

% bankpower (:,x:x+8) = result(:,l:no0fBanks);
result2 = sum(result);

% STEP 3c: add coeff:
sumofooeff(:,frame) = resultz';
X = x+10

end

Figure A.7: ApplyingFilterbanks to Frames.

Log of the results:

% % STEP 4: Take the log:

logofcoeff =log(sumofcoeff);

Figure A.8: Logof Mel Coefficient.

DCT of the above results:

% STEP 5: Get the DCT:
dctofcoeff = det(logofcoeff);

Figure A.9: DCT of Log Coefficient.
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Appendix B

This Appendix contains the Mel plots for all the devices explained in Chapter 7.

Device 2:192.168.0.111

Figure B.1: Device 2 Time and Mel Plots.

Device 3: 192.168.0.122

Figure B.2: Device 3 Time and Mel Plots.
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Device 4: 192.168.0.124

Figure B.3: Device 4 Time and Mel Plots.

Device 5:192.168.0.125

Figure B.4: Device 5 Time and Mel Plots.
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Device 6: 192.168.0.126

Figure B.5: Device 6 Time and Mel Plots.

Device 7: 192.168.0.128

Figure B.6: Device 7 Time and Mel Plots.
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Device 8:192.168.0.129

Figure B.7: Device 8 Time and Mel Plots.

Device 9:192.168.0.130

Figure B.8: Device 9 Time and Mel Plots.
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Device 10: 192.168.0.132

Figure B.9: Device 10 Time and Mel Plots.

Device 11: 192.168.0.136

Figure B.10: Device 11 Time and Mel Plots.
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Device 12: 192.168.0.140

Figure B.11: Device 12 Time and Mel Plots.

Device 13: 192.168.0.141

Figure B.12: Device 13 Time and Mel Plots.
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Device 14: 192.168.0.142

Figure B.13: Device 14 Time and Mel Plots.

Device 15:192.168.0.145

Figure B.14: Device 15 Time and Mel Plots.
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Device 16: 192.168.0.149

Figure B.15: Device 16 Time and Mel Plots.

Device 17: 192.168.0.150

Device 192.168.0.150 - Speech waveform
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Figure B.16: Device 17 Time and Mel Plots.
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Device 18: 192.168.0.151

Figure B.17: Device 18 Time and Mel Plots.
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Appendix C

This appendix contains all the K-Fold confusion Matrix presented in Chapter 7.

Fold 1, accuracy: 0.9994

Figure C.1: Fold 1 Confusion Matrix.

Fold 2, accuracy: 0.9993

Figure C.2: Fold 2 Confusion Matrix.
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Fold 4, accuracy: 0.9995

Figure C.3: Fold 4 Confusion Matrix.

Fold 5, accuracy: 0.9994

Figure C.4: Fold 5 Confusion Matrix.
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Fold 6, accuracy: 0.9990

Figure C.5: Fold 6 Confusion Matrix.

Fold 7, accuracy: 0.9994

Figure C.6: Fold 7 Confusion Matrix.
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Fold 8, accuracy: 0.9995

Figure C.7: Fold 8 Confusion Matrix.

Fold 9, accuracy: 0.9993:

Figure C.8: Fold 9 Confusion Matrix.
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Fold 10, accuracy: 0.9994

Figure C.9: Fold 10 Confusion Matrix.
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Appendix D

This appendix contains the Feature Map plots s of Convolutional Layer 2 referred to in
Chapter 7.
Feature Maps:

Figure D.1: FeatureMap of Layer 2 Filteron Device 0 -5.
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Figure D.2: FeatureMap of Layer 2 Filteron Device 6 —11.
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Figure D.3: Feature Map of Layer 2 Filteron Device 12 —17.
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